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Math 116 Cryptography

Instructor: Daniel Bragg - braggdan@berkeley.edu

Website: http://www.math.berkeley.edu/~braggdan/116

Lecture: TTh 8:00-9:30 in 289 Cory

Course Overview

Math 116 covers basic cryptography from a mathematical perspective. We will discuss public and private key
cryptography, and construct and analyze various cryptosystems, including simple substitution ciphers, RSA,
and elliptic curve cryptography.

Course Materials

Our textbook is ”An Introduction to Mathematical Cryptography” (2014 edition, Springer) by Hoffstein,
Pipher, and Silverman. You can buy this book directly from Springer or on Amazon. You can also download
digital copies from the SpringerLink website using the UC Berkeley institutional access.

In order to do many of the problems for this course you will need to use some computer algebra software.
I recommend Sage, which is both free to use and open source. Alternatives include Magma and Mathematica.

Grading

Grades will be calculated from homework scores (15%), the two midterm exams (25% each), and the final
exam (35%).

Homework

Homework will be assigned approximately weekly, and will be posted on the website.

The homework is where most of your learning will take place. It is the most important part of the class.
You are encouraged to talk with other students, tutors, instructors, and so on about the homework. However,
for your own sake, do be sure that you work through and understand each of the problems yourself. The goal
of the homework is to gain understanding, and not just to get the right answer. If you do not understand the
homework, it will be impossible to do well on the tests.

Exams

We will have three exams: two midterms and a final. The dates are posted on the website. On each exam you
may bring one 8.5x11 handwritten sheet of notes (both sides). The final exam date is set by the university,
and cannot be changed.

You must be present for the final exam if you wish to take this class.

No make-up exams will be given, for any reason. If you miss an exam due to unavoidable,
compelling, and well-documented reasons, your final exam will be weighted more heavily to compensate.
Such circumstances might include observance of religious holidays or participation in university sponsored
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activities, such as class field trips or athletics. If one of these circumstances arises, you must contact
your instructor at least one week before the exam. You will be required to provide documentation
for your absence.
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