Rijndael for algebraists H. W. Lenstra, Jr. April 8, 2002
This page deals only with Rijndael with block length 128 and key length 128.

Bytes. A bit is an element of Fy = Z/2Z. Eight bits form one byte. The space F$ of all bytes
is identified with {f € F3[X] : deg f < 8} by (brbgbsbsbsbabiby) = Z;:O b, X", Define the
affine map \: F§ — F5 by A(f) = (X*+ X3+ X2+ X +1)-f+ X+ X%+ X +1 mod (X8+1).
The inverse A=! = A3 is given by A71(f) = (X% + X3 + X)-f + X% + 1 mod (X8 + 1).
All other operations on {f € Fy[X] : deg f < 8} will be done not mod X® + 1 but mod
m = X8+ X%+ X3+ X +1, so that F§ becomes identified with the field Foss = Fo[X]/(m).
Define the map o:Fas56 — Fase by o(a) = A(a?*); here a?®* = a~! for a # 0. The cycle
lengths of o are 2, 27, 59, 81, and 87, and o~ = ¢27"18! i5 given by o~ (a) = (A\71(a))?**.
Words. Four bytes form one word. The map from the space Fi-¢ (= F32) of all words to
itself sending (a;)3_, to (o(a;))3_, is again denoted by o. The map &: Fi-q — Farg is defined
by £((a;)3_o) = (0(ait1))3_y (indices mod 4). Write ¢ = (X,1,1,X + 1) and d = (X3 +
X2+ X, X341, X3+ X2 +1, X3+ X +1), and identify F3-5 with {g € Fas6[Y] : degg < 4}
by (ag,a1,az,a3) = Z?:o a; Y. Define p, v: Fars — Fisg by 1u(g) = c¢- g mod (Y4 +1) and
v(g) = d-gmod (Y*+1). One has v = p~1 = p3.

States. Four words form one state. The maps from the space S = (F355)* (= F12%) of all
states to itself sending (w;)3_q to (u(w;))3_y, to (¥(wy))3—y, and to (o(w;))3_, are again
denoted by 1, v, and o, respectively. Define p: S — S by p(((ai,;)7—0)3—0) = ((@i,i+5)7—0)3=0
(indices mod 4). If a state is written as a 4 x 4-matrix, each column being a word, then
p shifts the entries in row i cyclically i places to the left (0 < i < 3); similarly, p~—! = p3
shifts row ¢ cyclically ¢ places to the right. One has po = op. For s € §, the map 75:S§ — S

1

is defined by 7,(x) = x + s; one has 7,* = 7, and 7y = 7,35 -

Key expansion. The key space K equals S. For fixed k = (wj)?zo € K, define inductively
Wy, Wy, ..., Wy € Fiq by wj = wj_q1 + wj_y if j #Z 0mod4 and w; = &(w;—1) +
wj—a + (XG=4/40,0,0) if j = 0 mod 4, and put k; = (w4, Wars1, Wars2, Was3) € S for
0<Il<10.

Encryption and decryption. Messages are divided in blocks of 128 bits each. Each block
belongs to S. Given a key k € IC, a block is encrypted by means of the encryption function
€r:S — § defined by

Ek = Thio PO Tho 400 Theg PO They PO Thg [LPO Thes PO Thoy [LOO Theg JLPT They PO Thy L0 T

(nine p’s, ten p’s, ten o’s, and eleven 7’s; composition is from right to left). The corre-

sponding decryption function d; = 5,;1 is given by

0 = Tkop_la_lﬂ,(kl)V,O_l(f_lTl,(kQ)V,O_l(f_lTl,(k3)Vp_lo'_lT,,(k4)Vp_10'_1 o
1

oTy(ks)yp_la_lTy(kG)Vp_la_lT,,(k7)Vp_la_lT,,(kS)Vp_la_lTy(kg)yp_ a_lTkm.



Twenty-five Rijndaels. Let b, k € {4,5,6,7,8}. This page describes Rijndael with block
length 32b and key length 32k. Bits, bytes, and words are as before, and so are the function

o defined on bytes and the functions u, v, £, and ¢ defined on words.

States. One state is formed by b words. The space S of all states equals (F355)P (= F32P).

The maps p, v, 0:S — S send (wj)';;ol to (u(wj))?;ol, to (V(wj));’;ol, and to (O'(U)j)););ol,
3 )b—l

respectively. Define p: 8 — 8 by p(((a:5)3-0)7=0) = ((@i.e(i)+5)i=0)5=0
mod b); here e(i) =i if b+i <9, and e(i) =i+ 1if b+i > 9. If a state is written as

a 4 x b-matrix with entries from Fgs¢, then p and p~! shift the entries in row ¢ cyclically

(addition of indices

e(i) places to the left and right, respectively (0 < i < 3). One has po = op. For s € S, the

map 75:S — S is defined by 75(x) = = + s; one has 7'5_1 = Ts and Uty = Ty () M-

Key expansion. One key is formed by k words. The key space K equals (Fas)¥ (= F32K).
Write r = 6 + max{b, k}. For fixed k = (wj);‘:_& € K, define inductively wy, wgi1, - -,
Whrib—1 € Figq as follows. If k < 6, then put w; = w;_1 + wj_x if j # 0 mod k and
w; = &(wj—1) +wj—x+ (X@=K/% 0,0,0) if j = 0 mod k. If k > 6, then the same formulas
are used, except if j = 4 mod k, in which case one takes w; = o(w;_1)+w,_xk. In all cases,
put k; = (wbl+j););01 cSfor0<I<r.

Encryption and decryption. Messages are divided in blocks of 32b bits each. Each
block belongs to S. Given a key k € K, a block is encrypted by means of the encryption
function €;: S — & defined by

€k = ThePOThy 1 PO Thy o PO Thy gt~ * PO Thg WPO Thy PO Thy

(r—1pw's,rp’s,ro’s,and r + 1 7’s). The corresponding decryption function o = 5,:1 is

given by

1(7_1Tkr.

Ok = ThoP 0 T VP 0 T VP O Ty VPO Ty VP
Dictionary. Here are the names used for some of Rijndael’s ingredients.
AddRoundKey: one of the maps 7y, .

MizxColumns: the map p defined on S.

Round constant: one of the elements XU~K/k of Fys6 used in the key expansion.
Round key: one of the elements k; of S.

Round transformation: one of the maps 7y, upo, with p left out if [ =r.

S-boz: the map o defined on Fosg.

Shift offset: one of the numbers e(7).

ShiftRows: the map p.

SubBytes: the map o defined on S.

Reference. Joan Daemen, Vincent Rijmen, The design of Rijndael, Springer, Berlin, 2002.
The present document can be found on (http://www.math.berkeley.edu/~hwl/).



