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Abstract

Extensible Untrusted Code Veri�cation

by

Robert Richard Schneck
Doctor of Philosophy in Logic and the Methodology of Science

University of California, Berkeley

ProfessorGeorgeNecula,Chair

Various mechanismsexist for enforcing that untrusted code satis�es basic
but essential security properties,such asmemorysafety. A security mechanism
needsto be trustworthy, so that userscan feel securethat the mechanism can
not in someway be tricked by malicious or erroneouscode. It is increasingly
important that security mechanismsbe 
exible enoughto handlesoftware sys-
temswritten in morethan onelanguage.Finally a security mechanismmust be
a practical and usabletool; it must scaleto handle realistic software systems.
Standard security enforcement techniquesusing intermediate languagesrun on
virtual machines are disappointing; in particular, the intermediate languages
are too �xed to handle a wide variety of sourcelanguagesin a natural way,
even when the intermediate languageis designedwith 
exibilit y in mind.

In this dissertation I proposea security enforcement mechanism called the
OpenVeri�er. The OpenVeri�er allowsa producerof untrusted codeto include
with the code an untrusted veri�er calledan extension.The trusted framework
of the Open Veri�er works together with the untrusted extensionto producea
completetrustworthy veri�cation. The code producer can tailor the extension
to the particular sourcelanguageand compilation strategy usedto producethe
untrusted code, ensuring the 
exibilit y of the system. At the sametime the
trusted framework is kept reasonablysimple and small, and easyto trust.

In order to produce a trustworthy veri�cation from an untrusted veri�er,
the extensionis required to emit intermediate results which can be checked by
the trusted components of the system. In fact, the extension must produce
the proofsof obligationsproducedby the trusted framework. The heart of this
dissertation is the architecture and logic of that interaction. Additionally , to
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show that the OpenVeri�er is a practical and usabletool, I describeby example
the processof producing an extensionfor a realistic language,highlighting in
particular the proof development strategies.
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Chapter 1

In tro duction

Various mechanismsexist for enforcing that untrusted code satis�es basic
but essential security properties, such as memory safety. Without memory
safety, untrusted codecaninterferewith the enforcement of higher-level security
properties. In comparing particular enforcement mechanisms, the important
metrics are trustworthiness and 
exibility on the one hand, and what I will
call scalability on the other. Trustworthiness means that we would like to
believe that the enforcement mechanism actually works; that it is unlikely to
have (potentially exploitable) bugs, etc. This can generallybe measuredin a
very simpleway by consideringthe amount of trusted code required to usethe
enforcement mechanism, its trusted code base (TCB)|the more lines of code
required, the more likely it is to have bugs. Flexibility meansthat we do not
want to restrict the structure of the untrusted code, or require that it come
from one sourcelanguageor compilation strategy. This re
ects the fact that
software systemstend to have components written in more than onelanguage,
particularly their runtime support routines. There is also value in 
exibilit y
with respect to the safety policy being enforced,so that the samemechanism
can be adapted to handle more complicatedissuessuch as resourceusage.

By scalability I meanthat we want a security mechanismwhich is practical;
it needsto be useful for realistic (and in particular large) programs. This en-
compassesa number of factors, notably e�ciency of execution (for mechanisms
using dynamic checks on the program) and e�ciency of veri�c ation (for mech-
anismsusing static checks). For mechanismswhich require the code producer
to provide extra information alongwith the untrusted code|suc h asthe proofs
of proof-carrying code|w e also must considere�ciency of transmission, and
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usability or e�ciency of development: how much of a burden is placedon the
code producer to develop the extra information neededto pass the security
mechanism.

Virtual machines. Consider,for example,enforcement strategieswhich re-
quire the whole untrusted program to be expressedin a single\trusted" typed
intermediatelanguage,such asthe Java Virtual MachineLanguage(JVML) [24]
or the Microsoft Intermediate Language(MSIL) [16, 17]. These virtual ma-
chinesillustrate a kind of trade-o� betweentrustworthinessand e�ciency . The
semantics of the intermediate languagewill typically require some dynamic
checking such as array-boundschecks. It is easiestto implement the dynamic
checking by running the code with a trusted interpreter. The signi�cantly re-
duced executionspeedunder interpretation has led to the useof just-in-time
compilers(JITs). However, a compiler is signi�cantly more complex(and thus
more di�cult to trust) than an interpreter, particularly as more and more
optimizations are usedto improve the executionspeed.

Where theseapproaches are really found lacking is in 
exibilit y. Each of
these intermediate languagesis a good target for one or more corresponding
source-level languages. Programs written in other source languagescan be
compiled into the trusted intermediate languagebut often in unnatural ways
with a loss of expressivenessand performance[7, 18, 9]. Most importantly,
these languagesenforcesecurity by meansof a �xed type systemand so can
only apply to that part of the untrusted code which conforms to the given
type system; this will often not be the casefor low-level or high-performance
runtime support routines.

The designof MSIL is intended to allow it to better handle multi-lingual
software. MSIL contains support for multiple languagesand also permits the
straightforward compilation of low-level languages,such as C and C++, be-
causeit incorporatesa low-level sublanguage.The resultsof such compilations
are, however, not directly veri�able and thus lessprivileged and more limited
in how they can interact with veri�ed code. Moreover, this 
exibilit y increases
the complexity of the intermediate language.For example,MSIL includeseight
distinct forms of function calls, including direct, virtual, interfacevirtual, and
indirect calls, along with tail versionsof these. Finally, not surprisingly, MSIL
is still not perfect for every imaginablesourcelanguage.The ILX project [40]
suggeststhat MSIL could be extendedwith, amongother features, two addi-
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tional forms of function call to better support the compilation of functional
higher-order languages.Similar extensionshave beenproposedfor supporting
parametric polymorphism [10, 20]. There is a strong temptation to createan
intermediate languagetype-systemthat is as expressive as possiblebecauseit
is hard to changethe type systemafter many copiesof the virtual machine are
deployed.

Pro of-carrying code. Proof-carrying code (PCC) [32, 29, 30] allows a code
producer to associate to a program a machine-checkable proof of its safety.
As a security enforcement mechanism, PCC is typically envisionedasallowing
the code producer to sendexecutablecode, along with an encoding of a proof,
to the code consumer. The code consumerthen usessometrusted software
to analyzethe untrusted code and producea safety theorem,a proof of which
witnessesthe safety of the code. Finally the codeconsumerusesa trusted proof
checker to check that the accompanying proof is a valid proof of the correct
safety theorem.

Virtual machines can be seenas speci�c instancesof PCC. The bytecode
sent to a virtual machine encodes both the executablecode (via the trusted
interpreter or JIT) and its proof of safety (to be checked by the trusted byte-
code veri�er). Of coursein generalusage\pro of-carrying code" tends to im-
ply systemsin which the proofs are more directly representations of proofs in
formal logic. The key bene�t of proof-carrying code, especially in its more
general forms, is that more of the burden of certifying safety is shifted from
the consumerto the producer, allowing the consumerto perform complicated
veri�cations using a much smaller trusted code base.

The �rst implementation of PCC was the Touchstone system [11], which
veri�es that optimizednative-machinecodeproducedby a specialJava compiler
is memory safe. The trusted side usesa veri�c ation-condition generator (VC-
Gen) to examinethe programandproduceits safety theorem. On the untrusted
side, the certifying compiler automatesthe generationof the safety proof. The
Touchstone system is able to verify quickly even programs of up to one mil-
lion instructions. This level of scalability has been achieved through careful
engineeringof the data structures used in the implementation of the veri�er
along with a number of novel algorithmic \tric ks". This does mean that the
veri�er code, while still much smaller than an alternative trusted compiler, is
far from being easyto understandand trust. In fact, there were errors [22] in
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that code that escaped the thorough testing of the infrastructure. Moreover,
the Touchstone veri�er is speci�cally engineeredto the Touchstone certifying
compiler for Java, dramatically limiting any abilit y to extend the system.

PCC was taken in a di�erent direction with foundational proof-carrying
code (FPCC) [5, 25, 6, 4, 1], which aims to maximize the trustworthinessand

exibilit y of the system. In Touchstone (and with bytecode veri�ers for that
matter) there is still a signi�cant amount of analysisperformedby the trusted
component (the VCGen in Touchstone) which produces the safety theorem
about the untrusted code. FPCC on the other hand reducesthe trusted code
baseto a minimum. The semantics of the target machine and the safety policy
are directly encoded as de�nitions in formal logic; then producing the safety
theoremis a trivial matter of saying that the machine integers,which constitute
the untrusted code, are in fact safeaccordingto thosede�nitions. No program
analysisat all is performedby the trusted infrastructure; the trusted code base
comprisesonly the aforementioned logical de�nitions, and the proof checker.

The cost of the enhancedtrustworthiness and 
exibilit y of FPCC is the
di�cult y of developing the necessaryproofs of safety, which must completely
describe in the foundational logic whatever mechanisms (for instance, type
systems)areusedto establishsafety. Rather fancymathematicalmachinery has
beeninvoked to handlee.g. mutable recursive types[6, 1]. Partly in reaction to
the di�cult y in producing FPCC proofsasoriginally envisionedin [5], another
group has developed syntactic FPCC [19, 39, 43]. Syntactic FPCC does not
o�er a new architecture but a new and hopefully easierapproach to organizing
and developing the foundational proofs, which illustrates neatly that purely
logical questionsmay have engineeringimpact in this �eld.

Both the original (semantic) and syntactic approaches to FPCC are sub-
jects of ongoing research, and it is clear that the development of FPCC is
signi�cantly more labor-intensive than the development of Touchstone. The
extra engineeringe�ort required to achieve that level of scalability may be
even more costly.

The Op en Veri�er. My thesiswork hasbeenmotivated by two main ideas:

1. that it should be possibleto work towards the trustworthinessand 
exi-
bilit y promisedby FPCC, while still taking more-or-lessdirect advantage
of the substantial engineeringwhich enabledTouchstoneto scaleto large
programs;and
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2. that ideasfrom PCC could provide a better approach to a truly generic
virtual machine.

The result is the Open Veri�er systemwhich I describe in this dissertation. I
draw particular attention to its architecture, its logic, and the proof technique
we have usedwith it.

First, the Open Veri�er provides a particular architecture for an extensible
security enforcement mechanism. It slightly generalizesthe PCC model by re-
quiring, not that the code producer provide somerepresentation of a formal
proof of safety, but in fact that the code producer provide a veri�er |as exe-
cutable code. Then the trusted components of the architecture work together
with the untrusted veri�er (called the extension) in such a way that the �nal
veri�cation can be trusted.

Comparethis with typical virtual machines,which specify not only the low-
level safety policy of interest (i.e., memory safety), but also �x one particular
mechanism that is su�cien t for enforcingit (i.e., a particular strong type sys-
tem). The Open Veri�er allows the producer of the untrusted code to choose
the mechanism by which the low-level safety-policy is enforced,with complete
control over the type systemusedor even whether a type systemis usedat all.
After all, who is in a better position to tell what mechanismworks best for one
particular program? Simply selectingamongseveral built-in mechanismsmay
not be su�cien t or even desirable. By using a simple untyped intermediate
language|p ossibly the machine languagefor the target machine|few er con-
straints are placedon the code producer. This also allows the code producer
to perform optimizations that must traditionally be doneby JITs.

Sendinga veri�er rather than a proof o�ers engineeringadvantagesby re-
ducing concernsabout e�ciency of the transmissionof potentially largeproofs.
In particular oneavoids the complicationsnecessaryfor proof compressionand
decompression[33, 35]. Instead, the primary scalability concern,besidesthe
cost of developing the untrusted extensions,is in the e�ciency of the veri�ca-
tion process;but as execution time is lessexpensive than transmission time,
this is the right trade-o� to make. Moreover, noneof the generality of PCC is
lost; considerthe degenerateextensionwhich carriesonly the explicit particular
proofs for the program in question.

The challengeis to ensurethe soundnessof a veri�cation processwhich uses
untrusted components, while trying to control the additional burden placed
on the writer of the extension|ideally , we would like writing the untrusted
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veri�er to be not many levelsmore di�cult than writing a bytecode veri�er for
a typical virtual machine. One obvious solution is to verify the correctnessof
the veri�er itself, but this would be impractical for realistic veri�ers. At the
sametime, this approach would indirectly imposerestrictions on the designand
implementation of the extension. We would like to use an untrusted veri�er
as a black box, ignoring whatever algorithms, data structures, or heuristics
it usesinternally, or even the languagein which it is written. The technique
of runtime result checking [42] makes this possibleand has already beenused
successfullyfor the problemof verifying the correctnessof compilations[37, 31].
Instead of verifying the veri�er itself, we structure the veri�cation as a series
of queriesthat the extensionhas to answer. A small trusted module posesthe
queriesin such a way that it is able to check the correctnessof the answerswith
respect to the low-level safety policy, typically requiring that each answer come
with a proof of its correctnesswritten in a suitable logic. For instance,when
enforcing a type system, the queriesreduce to typing judgments for various
subexpressionsand their proofs are typing derivations.

Second,the Open Veri�er alsousesa particular logical mechanismfor com-
munication betweenthe trusted and untrusted components. The goalhasbeen
to structure the logical development to make feasiblethe development of the
untrusted veri�ers. The key development here is the Open Veri�er's notion of
local invariant , a logicaldescriptionof a particular stateof execution,which car-
ries alsosomepartial-correctnessassertionsabout possiblefuture stateswhich
can be consideredsafe.

For instance, Touchstone relies exclusively on Horn logic whereasFPCC
hasusedrather sophisticatedhigher-order logic; our work with the Open Ver-
i�er has shown that the logical strength submits to a �ner analysis,such that
most per-programproofsoccur in Horn logic, per-compilerproofs in �rst-order
logic, and most of the useof higher-orderfeaturesis restricted to the once-only
soundnessproof of the OpenVeri�er framework. This is true even for programs
that manipulate function pointers directly.

Finally, we have useda particular proof techniquefor structuring the proofs
to be given by extensionsfor the OpenVeri�er. By analogywith software engi-
neeringthesemight be called proof engineeringconsiderations.The approach
we have used are inspired by the structure of Touchstone, and are distinct
from both semantic and syntactic FPCC. Like semantic FPCC, we useseman-
tic de�nitions of the typing predicate; however, circularities are broken by an
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intensional approach to recursive types,which eliminates many needlesscom-
plications. Moreover, in contrast with FPCC, and also with approaches to
safety basedon TAL [28, 27, 26, 15], our proofs tend to stay more at the level
of predicate logic, descendinginto the type systemonly locally. This hassome
apparently super�cial rami�cations|suc h as the fact that we prefer direct use
of equality to the useof singletontypes|but alsopoints to a distinct approach
to usingtypesafety to enforcememorysafety: Insteadof proving a global type-
soundnesstheorem and establishingthat the entire program is well-typed, we
usetypeslocally to establishlocal safety conditions, usingde�nitions and lem-
mas which relate particular local assertionsabout types to the state of the
memory. Even absent the Open Veri�er architecture, the proof-development
approach it has inspired could lead to a third way in FPCC.

How to read this dissertation. The next three chaptersprovide the tech-
nical developments of my thesis. Chapter 2 presents the logical developments
neededto support the architecture, most importantly the soundnesstheorem
and the notion of local invariant. Chapter 3 gives particular instantiations
for the necessarylogical notions, introducesthe algorithm usedto implement
the trusted components of the Open Veri�er architecture, and discussesother
implementation-related issues.Chapter 4 concernsitself with the untrusted ex-
tensions,and is primarily an e�ort to demonstrateby examplethat extensions
can be feasibly written which handle interesting programs.

In Chapter 5 I concludewith somepreliminary results from our prototype
implementation of the Open Veri�er, a further discussionof related work, and
somesuggestionsfor future progress.

Pleasenote that the body of the dissertation is organized according to
logical dependencerather than motivation. Readingit straight through would
be appropriate for someonewho is already familiar with the basic ideasand
wants to solidify an understandingof the details. For the more typical reader,
who wants to developan appreciationof the basicideas,I suggestthe following
approach:

1. Read the remainder of this Introduction, a high-level overview of the
Open Veri�er.

2. ReadSection2.2,which describesa simpli�ed versionof the logical struc-
ture of the safety veri�cations producedby the Open Veri�er.
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3. Read Section 3.4 which describes the algorithm implemented by the
trusted code of the Open Veri�er. (This will require a willingness to
ignore referencesto the more complicated logical structure introduced
later in Chapter 2.)

4. ReadSection4.1and Section4.2which describe a typical implementation
of an untrusted extensionfor the Open Veri�er.

Thosesectionsshouldsu�ce to provide a good feelfor the basicsof the system;
other sectionscan then be read as neededto �ll in desireddetails.

1.1 Overview of the Op en Veri�er

The goal of the Open Veri�er is to createa 
exible security enforcement mech-
anism, basedon the idea that clients should be able to customize the code
veri�cation processto the particular sourcelanguageand compilation strategy
usedto producethe untrusted code.

At the sametime, the OpenVeri�er is intendedto bea practical tool; clients
needto be ableto provide with reasonablee�ort the customizationinformation
for realistic languagesand compilers. This rules out theoretically attractiv e
possibilities, such as requiring the client to senda code veri�er along with a
proof of its correctnesswith respect to the safety policy. In order to increasethe
usability of the tool, wearewilling to incorporate into the trusted infrastructure
elements which are likely to becommonto many possiblecustomizations.This,
however, is balanced by the criterion that the Open Veri�er should have a
reasonablysmall trusted code base.

1.1.1 The Basic Idea

The Open Veri�er requires code producers to send a code veri�er for their
untrusted code, to ensurethat the code satis�es the safety policy. The code
veri�er is sent as executablecode.

How is it possible to use an untrusted veri�er to produce a trustworthy
veri�cation?

As mentioned above, proving the correctnessof the veri�er seemstoo dif-
�cult. Instead we require that the untrusted veri�er produce intermediate
information which can be used by the Open Veri�er to check the validit y of
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each individual veri�cation. In essence,the veri�er must be a proof-generating
veri�er; it must emit a proof, to be checked by the trusted components of the
Open Veri�er, that the particular code in question is safe. For increasedus-
abilit y, certain basic commontasks (such as parsing the code) are performed
by the trusted infrastructure itself, requiring no proof.

In practice, rather than creating a singlemonolithic proof to be checked by
the trusted proof checker, we have found it moreconvenient to have the trusted
framework sendparticular requests(such asproof obligations) to the untrusted
veri�er, which responds with the particular proofs and information necessary.
We call the untrusted veri�er an extensionto the Open Veri�er, and consider
that the extensionand the trusted components work together to produce the
�nal veri�cation.

In principle an extensioncould be createdfor every new pieceof untrusted
code to be veri�ed. In practice we expect that an extensionwill be createdfor
a speci�c sourcelanguageand compilation strategy, and then will be usedto
verify all code producedby a given compiler. Note also that we expect to be
able to write extensionsto verify the output of existing compilers,rather than
having to write a new certifying compiler from scratch.

1.1.2 Structure of the Veri�cation

The requestsposedto the extensionessentially mandatea form of veri�cation
based on abstract interpretation or symbolic evaluation. The veri�er must
maintain an abstract state representing the state of the program at a certain
point in execution. Then it simulates the e�ect of each execution step on
the abstract state. To ensure that the processis �nite, the abstract state
at join points (such as the start of a loop) must be made su�cien tly general
that a single evaluation of the loop corresponds to all possibleevaluations.
(In practice, a loop may be evaluated several times, each time weakening the
abstract state at the join point until it is su�cien tly general.) Finally the
veri�er must check that for potentially unsafeexecutionsteps(such asmemory
accessesunder a memory-safety policy), the abstract state beforethe execution
stepguaranteesthat taking the step is always safe.This structure is commonly
used,notably by bytecode veri�ers for virtual machines.

A veri�er using this strategy could be broken down into the following parts.
For each abstract state to be considered,the veri�er must
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1. parsethe instruction to be executed|this assumesthat a given abstract
state uniquely speci�es the instruction to be executed;

2. check that, in any concrete state represented by the current abstract
state, the instruction is safeto execute;and

3. determinethe abstract statescorrespondingto the newstate (or states,at
branch points) which could result from the executionof the instruction.
At join points, this may meanre-usingabstract statesalreadyconsidered,
to ensurethat the veri�cation is �nite.

I call this process,of handlinga givenabstract state, scanning the state. Finally
the veri�er must

4. producean initial abstract state which correspondsto any possibleentry
state of the program; and

5. ensurethat the iterativ e process,of scanningnew abstract states which
result from scanning,is complete. This ensuresthat all reachablecode in
the program is considered.

An exampleof using this veri�cation technique is given in Section4.1.3.
In order to usean untrusted extension,for each of these�v e requirements

we must either

1. meet the requirement with trusted code; or

2. require the extensionto give enoughinformation that the way it meets
the requirement can be checked. This will be a proof of one form or
another.

In the Open Veri�er, the �rst task (parsing) and the last task (iterativ e com-
pletion of the veri�cation) are left entirely to trusted code. The other three
tasks (ensuring local safety, determining next states, and producing an initial
state) are handled by requiring a proof that in each particular case they have
beendonecorrectly. Note that this is, of course,very di�erent from requiring a
proof that the extensioncode correctly implements an algorithm which always
doesit correctly; in particular, we don't mind using an unsoundextension,as
long as it can prove that it is soundfor each particular veri�cation step of the
program being considered.
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In the following sectionsI discussthe various veri�cation tasks, and the
manner in which they are performedby the Open Veri�er. First it is necessary
to describe the notion of abstract state used.

1.1.2.1 Lo cal In varian ts

To facilitate the communication between the untrusted extension and the
trusted components of the Open Veri�er, we must specify an appropriate no-
tion of the abstract state describingeach step of veri�cation. Essentially , we
uselogical predicatesof machine states; the abstract state can be understood
asspecifying the collection of concretemachine stateswhich satis�es the pred-
icate.

The term that I usefor the abstract statesis local invariants, often abbrevi-
ated locinvs. Each locinv speci�es certain facts which hold of certain machine
states at speci�c points during the execution of the program. In practice we
uselocinvs which describe somesetof machine statesat a particular local point
in the code, a particular value of the program counter. In principle however,
there may not be anything particularly \lo cal" about a locinv. For instance,

��: True

holds of all states � anywhere during the execution of any program, safeor
otherwise|though again, the locinvs useful in practice are local in that they
specify certain facts about statesat a particular point in the program. Mean-
while, a locinv like

��: (pc � ) = 5 ^ (P � )

(where pc � is the program counter of state � ) shouldn't be understood as
necessarilyclaiming that all states � that reach line 5 will satisfy P. It is a
merely a description of certain states, namely those which are at line 5 and
satisfy P. One way to understand the job of the extension, is to seeit as
building a list of locinvs which it then doesclaim are complete, in that every
state during program executionwill satisfy oneor more of the locinvs; but this
list may contain more than onelocinv corresponding to a given location in the
program.

Other words for locinv might be \abstract state", or \v eri�cation state".
In this dissertation I will sometimesuse continuation; particularly when one
locinv C claims the safety of another locinv D, D can be seenas an abstract
description of oneway in which executionmight proceed.
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As a matter of fact, locinvs needto be somewhatmore complicated than
merely predicates of machine states. We wish to handle such assertionsas
the claim that whenever execution reaches the start of a function, the return
addressregisterholds a code addresswhich is safeto execute.Sincethe entire
veri�cation processis about establishingthe safety of executingthe code, some
careneedsto be taken to avoid circularity in such assertions.Theseissuesare
discussedin Section2.3.

The type of locinvs is described in full detail in Section2.7.

1.1.2.2 Parsing

Given an locinv which speci�es a certain location in the untrusted code, the
most basic task is to determine what instruction is going to be executed. In
general,the untrusted code could be in its �nal compiled form|as a sequence
of machine integers representing the assembled instructions|or it could be
sent in somesort of intermediate languagewhich is then compiled,by trusted
components of the framework, into machine code. The secondpossibility is
closerto the behavior of virtual machines,wherethe intermediate languageof
bytecodes is designedso that the very form of the bytecodesprevents certain
behaviors. In our prototype implementation of the Open Veri�er, we use the
assembly languageof the target machine, thusassuminga trusted assembler. It
would not be substantially harder|and would not require substantially more
trusted code|to verify machine code instead.

However, we do not verify the target instructions directly. That would re-
quire writing both the trusted components and the extensionsdi�erently for
each target architecture. Instead we translate the assembly instructions of the
untrusted code into a genericlanguagecalled SAL (the Simple Assembly Lan-
guage). Both the trusted and untrusted veri�er components verify SAL pro-
grams. Thus, in order to trust the Open Veri�er, onemust trust the translator
to produce a SAL program, the safety of which guarantees the safety of the
original programin the languageof the target machine. Whereaswhenworking
with bytecodes, each bytecode may correspond to a sequenceof machine in-
structions, when working with SAL each machine instruction decomposesinto
oneor more SAL instructions; for example,a stack pop instruction would de-
composeinto separateSAL instructions for reading a word from memory and
changing the stack pointer. SinceSAL is so simple, and is �ner-grained than
machine instructions, it is not di�cult to trust that the translator is correct.
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SAL is described further in Section3.1.

1.1.2.3 Lo cal Safety Conditions, Next States, and Initial State

Most of the veri�cation e�ort lies in the iterativ eexploration of the code. Given
a particular locinv, oncethe parserdeterminesthe instruction to be executed,
the veri�er must establish that it is safeto executethe instruction, and must
producea new locinv (or locinvs) corresponding to the state after the instruc-
tion is executed.I call this scanning the locinv. In the Open Veri�er, a trusted
component called the decoder determineswhat is to be proved; the extension
then must meet thoseproof obligations.

The decoder's �rst job is to provide local safety conditions. For example,
supposewe are scanninga locinv C which assertsthat r y = 10, and the current
instruction is write r x r y , that is, to write the value in register r x into the
contents of memory at addressr y. The decoder will emit the proof obligation
addr 10, whereaddr is a suitably-de�ned predicatewhich holdsonly of accessi-
ble memory addresses.The extensionmust then producea proof to meet this
obligation.

The decoder alsoestablishesthe semantics of the instruction beingexecuted,
by producing a description|in fact, a locinv or locinvs|of the state after
executing the instruction. In this respect the decoder acts as a strongest-
postcondition generator. For the memory-write exampleabove, the decoder's
output continuation will be

9Mold :
�
M = (updM old r y r x )

�
^ C[M 7! M old ]:

That is, in the new state, we know that the memory is the result of updating
the old memorywith valuer x in addressr y; and we alsoknow that all the facts
assertedby C still hold as long as all referencesto the memory are considered
to be about the old memory. This is the standard strongestpostcondition for
an assignment. SeeSection3.3 for more examplesconcerningthe decoder.

The extension will also produce continuations describing the next state.
The Open Veri�er trusts the continuations producedby the decoder, but will
actually usethe continuations producedby the extensionin order to continue
the iterativ e scanningprocess.The extensionmust establishthat its continu-
ations \cover" the decoder's; that they include more possibleconcretestates,
and soaremoregeneral,in fact logically weaker than the decoder's next states.
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It may becounterintuitiv e that the trusted component will producestronger
results than the untrusted component. The decoder performs a very simplis-
tic symbolic evaluation, �nding the strongest postcondition of executing the
instruction on the input state. The extension on the other hand is willing
to forget information; for instance it will not necessarilyrecord the contents
of a given addressin memory, even directly following a memory write, but
insteadmight only record the fact that the memory is well-typed in the appro-
priate sense.Finding the appropriate weakening is necessaryfor verifying loop
structures using only a small �nite number of loop traversals. Furthermore,
to handle indirect jumps the decoder producesan output locinv which doesn't
specify the next instruction to be executed,so can't be scannedin the way
here described. The extensionwill have to prove that the addressjumped to
is safe;for instance, it might be able to prove that it is in fact one of a short
list of speci�c addresses,such as when the indirect jump implements a switch
statement. For examplesof how the extensionmight produce locinvs for the
next states,and prove that they cover the decoder's locinvs, seeSection4.2.

The initial state of the veri�er is handled similarly. A trusted component
called the initializer producesa locinv which gives a detailed description of
the initial state of execution;the extensionproducesits own locinvs describing
the initial state, which are the oneswhich will be iterativ ely scanned. The
extension must prove that its initial locinvs cover the one provided by the
trusted framework.

1.1.2.4 Bringing It All Together

The Open Veri�er must ensurethat all the individual veri�cations of singleex-
ecution stepsresult in a completeveri�cation of the program. This is handled
by a trusted component called the director. The director accumulates the ex-
tension's locinvs and iterativ ely scansthem until no new locinvs are produced.
It checks the proof of each local safety condition, and checks each coverage
proof to ensurethat the extension'slocinvs are su�cien t to describe all states
possibly resulting after one step of execution. The algorithm for the director
is discussedin Section3.4.

The soundnessof the Open Veri�er is proved, at a purely logical level, in
Section2.2 (where certain complicationsare omitted) and Section2.6 (in full
detail).
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1.1.3 Building the Extension

It's not enoughthat the architecture of the Open Veri�er guaranteesthat any
veri�cation producedwith the extensionis trustworthy. It's alsonecessarythat
extensionscanbeproduced,with reasonablee�ort, to verify realistic programs.
In this dissertation I concentrate on the trusted framework, but I want to show
enoughabout building extensionsto show that this is plausible.

Although in principle an extension could be tailored to handle a single
program, I proposethat each extensionwill correspond to a particular source
languageand compilation strategy|in e�ect, to a particular compiler. Proof-
carrying code is closelylinked to the ideaof the certifying compiler, a compiler
which producesnot only executablecode but also a proof of its safety. With
the Open Veri�er, ready-madecompilerscan be usedalmost unchanged,with
a separateextensionwritten to producethe veri�cations. (Somechangesto the
compiler will be necessaryto provide information|suc h as the typing decla-
rations of functions|whic h would otherwisedisappear during the compilation
process.)

The e�ort of writing an extensioncan be divided roughly into four steps.

1. Write a \conventional veri�er" along the lines described above in Sec-
tion 1.1.2. The step should be of comparabledi�cult y to writing e.g. a
Java bytecode veri�er.

2. Translate the abstract state of the conventional veri�er into the frame-
work of locinvs. This requiresdesigninglogical predicateswhich describe
the abstract state, usually including typing predicates. The most di�-
cult part of this step is making explicit certain invariants which may be
implicit in the conventional veri�er. For instance,if the conventional ver-
i�er guaranteesthe well-typednessof memory, each locinv must contain
an explicit assertionthat the memory is well typed.

3. Write a logic program which can be usedto automatically establish the
proofs required by the Open Veri�er. We use an untrusted logic inter-
preter called Kettle which can be usedas an automated theorem prover
given a set of rules to treat as lemmas. Theserules will contain a tran-
scription of the typing rulesof the typesystembeingused,aswell asrules
necessaryto prove that explicit invariants (such as the well-typednessof
memory) are maintained.
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4. Write the de�nitions of the predicatesintroducedin step2, and prove the
lemmasintroduced in step 3. Thesede�nitions and proofs are produced
by hand; currently we usethe interactive proof assistant Coq.

Observe in particular that the proof e�ort is divided into per-program
proofs,which are producedautomatically, and per-compilerproofs,which have
to be producedby hand. SeeSection4.2 for examplesfrom converting a par-
ticular conventional veri�er into an extension.
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Chapter 2

The Logical Basis of the Op en
Veri�er

In this chapter I will develop the formalism to be implemented by the Open
Veri�er. I will introducethe appropriate abstract notions corresponding to the
safety of a program,and proveTheorem2.6.11stating a setof conditionswhich
guarantee safety. The role of the untrusted extension is to provide proofs of
theseconditions; the role of the trusted infrastructure is, most importantly, to
check the given proofs, but also (as I will discussin Section 3.4) to provide
someof the iterativ e behavior that will be commonto all veri�cations.

I begin with a simpli�ed versionof the development; then in later sections
I discussre�nements, specializations, and generalizationsneededto obtain a
logical basisfor actual veri�cation work, culminating in Theorem2.6.11.

2.1 Logical Preliminaries

In generalI work within the Calculusof Inductive Constructions[13, 14], which
is the logic implemented by the Coq proof assistant [12]. This is a higher-order
logic including sorts Set and Prop, which are usedfor setsand propositions,
respectively. The sorts Set and Prop themselvesbelongto the sort Type, but
the word \t ype" will be usedfor valuesof any of the sorts. The logic allows
typesand predicatesto be de�ned by induction, as the least type or predicate
closedunder a given list of constructors.

Though I use this strong logic in discussingthe Open Veri�er framework,
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for implementation reasonsit may be worthwhile to restrict extensionsto using
a small fragment of the logic in presenting proofs to the trusted framework; see
Section2.7.6.

2.2 The Simpli�ed Formal Dev elopmen t

Let us assumethe existenceof a type

state : Set

of machine states,as well as a relation

 : state ! state ! Prop

describingsafe machine transitions. Theseparametersare intended to encode
the machine semantics as well as the safety policy; in particular,  is that
subsetof all machine transitions which areto beconsideredsafe.SeeSection3.2
for a discussionof what kinds of safety policiescan be encoded in this way.

De�nition 2.2.1. A state � is capable of i steps of safe progress,written
prog i � , when any chain of  -transitions starting at � can be extendedto at
least i stepslong. That is,

prog0 � always holds;

prog i +1 � ( ) (9� 0: �  � 0) ^ (8� 0: �  � 0 =) prog i � 0):

By prog � is meant 8i: prog i � .

Note that  only needsto model the safe transitions to be made under
the control of the program to be veri�ed. Presumablythe program may return
control to an operating systemafter its executionhas �nished; this would be
consideredsafe,and so to usethe above de�nition we might model the further
execution in the OS as a simple in�nite  -loop. The actual behavior of the
machine at that point is no longer relevant to the safety of the program in
question.

Safety of a program is proven by establishing that 8i: prog i � 0 for every
possibleinitial state � 0. I shall not introduce any formal type corresponding
to the notion of a \program" to be veri�ed. Instead, I will assumethat any
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program determinessomelogical description of all possibleinitial states,some
C0 : state ! Prop such that (C0 � 0) holds of every possibleinitial state � 0.
The program for which C0 describesits initial stateswill be safeif

8� 0:(C0 � 0) =) 8i: prog i � 0:

This is the key statement that must beproved to verify the safety of a program.

The extensionwill work with a type of veri�cation states, corresponding
typically to facts known to hold at someparticular point during program exe-
cution. I call theselocal invariants and assumethe existenceof sometype

locinv : Type:

I will not specify the type locinv , but assumethat there is a satisfaction
relation by which any locinv can be regardedasa state predicate:1

j=: state ! locinv ! Prop:

For a state � and a locinv C, I write � j= C for the statement that this relation
holds. It is only this satisfaction relation which matters about locinvs for the
theoremI am establishing;and in examplesI will typically write locinvs in the
form of state predicates.

De�nition 2.2.2. A locinv C is safefor i steps, written safe i C, when

8�: (� j= C) =) prog i �:

By safe C is meant 8i: safe i C.

With this de�nition, we can verify a program by proving 8i: safe i C0, for
an initial locinv C0 such that all possibleinitial statessatisfy C0.

De�nition 2.2.3. A list E of locinvs is said to cover a list D of locinvs, written
Ecovers D, when

8i:
� ^

E 2E

safe i E
�

=)
� ^

D 2D

safe i D
�
:

1I do this rather than simply de�ning locinv asa state predicate, becauseI will eventually
want to usea particular notion of locinv which is morerestricted, and automatically enforces
certain invariants. SeeSection 2.7.
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The OpenVeri�er framework involvesusinga decoder to determinewhether
and which safetransitions are possiblefrom the statessatisfying a locinv. The
decoder re
ects the de�nition of the state transition relation  , in terms of
locinvs; in the implementation it is usedto replace reasoningabout  , so that
the extensionsonly needprove speci�c claims required by the decoder, rather
than reasoningabout  directly.

De�nition 2.2.4. A decoder is a function which takesa locinv and returns a
pair, consisting of a state predicate (the local safety condition) and a list of
locinvs (the possiblenext states); thus a decoder is of type

locinv !
�
(state ! Prop) � locinv list

�

I will sometimesuse the term continuation as a synonym for locinv, par-
ticularly in the context of the decoder output, which indicates ways for the
executionto continue.

De�nition 2.2.5. A decoder decodesatis�es the decoder correctnessproperty
i�, for any locinv C, where(P; D) = decodeC,

8�: (� j= C) ^ (P � ) =) (9� 0:�  � 0) ^
�
8� 0:�  � 0 =)

_

D 2D

� 0 j= D
�
:

That is, for any state � satisfyingthe input locinv C, if the local safety condition
P holds, then progressis possiblefor at least onestep, and the resulting state
will satisfy someD 2 D.

I now introduce the key property to be establishedby the untrusted ex-
tension. The word \scanning" comesfrom the algorithm used in the imple-
mentation, where locinvs from a list are iterativ ely \scanned" to provide the
necessaryveri�cation about each.

De�nition 2.2.6. A set E of locinvs is closed under scanning with respect to
decode if the following two conditions hold for each E 2 E. Let (P; D) =
decodeE. Then

1. 8�: (� j= E) =) (P � );

2. Ecovers D.
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Lemma 2.2.7. If a set E of locinvs is closed under scanning with respect to
decode, and decode satis�es the decoder correctnessproperty, then for each
E 2 E, we havethat 8i: safe i E.

Proof. The proof proceedsby induction on the index i . The basecasei =
0 holds trivially . So suppose as induction hypothesis that for each E 2 E,
safe i E. We will establishthat for each E 2 E, safe i +1 E, which will complete
the proof by induction.

Fix someE 2 E. To show safe i +1 E, by de�nition we must show that for
every � such that � j= E, prog i +1 � . Fix some� such that � j= E.

Let (P; D) = decodeE. By the decoder correctnessproperty, instantiated
at our chosen� ,

(� j= E) ^ (P � ) =) (9� 0:�  � 0) ^
�
8� 0:�  � 0 =)

_

D 2D

� 0 j= D
�
:

By condition (1) of closureunder scanning,we have that (P � ). Therefore it
is possibleto make onestep of progressfrom � ; and any resulting state � 0 will
satisfy someD 2 D.

We now use condition (2) of closure under scanning, which has that
Ecovers D. By the induction hypothesissafe i E for each E 2 E. Thus by the
de�nition of covers , safe i D for each D 2 D.

By the de�nition of safe we can concludethat prog i � 0 for any � 0 satisfying
someD 2 D at index i . But we have already establishedthat this is the case
for each � 0 resulting from our chosen� after one step of execution. Thus we
have establishedprog i +1 � , completing the proof.

Theorem 2.2.8 (Soundness of the Op en Veri�er). Suppose a set E of
locinvs is closed under scanning with respect to decode, and decode satis�es
the decoder correctnessproperty. Supposealso that Ecovers f C0g, where C0 is
an initial locinv for a program in the sensethat for any possibleinitial state
� 0, � 0 j= C0. Then the program is safein the sensethat each such� 0 can make
inde�nite safeprogress.

Proof. By the theorem 8i: safe i E for each E 2 E. Thus by the de�nition of
covers , 8i: safe i C0. The rest follows by the de�nitions of safety and progress.



22

Later in Section 2.7 I will instatiate the type locinv and its satisfaction
relation j=. Once that is done, the role of the untrusted extension can be
understood asproducing a list of locinvs, which coversan initial locinv for the
the program to be veri�ed; and proving that it is closedunder scanningwith
respect to a correct decoder.

In the next few sections,however, I introducecertain complicationsto the
simple logical formalism presented above. Then in Section2.6 I will re-prove
the soundnesstheoremfor the actual formalism.

2.3 Indexing

2.3.1 The Motiv ation for Indexing

Commonly neededin veri�cations is somemeansof expressingthe notion that
it is safeto continue execution from a certain point. For instance, when the
executionis at the beginningof a function F , it can be assumedthat it is safe
to return to the addressstored in the return-addressregister. (Typically of
courseit is only safeif somefunction post-condition alsoholds, but I will omit
this considerationfor now.) This can be expressedas a locinv:

��: (pc � ) = F ^ safe (�� 0:(pc � 0) = (ra � )) ;

wherera is the return-addressregister.
Later during the executionof the function, the original return addressmight

endup storedon the stack in order that the return-addressregistercanbe used
for another function call. Then a locinv might hold such as:

��: 9ra orig : (sel (r M � ) n) = ra orig ^ safe (�� 0:(pc � 0) = ra orig ):

Here (sel (r M � ) n) meansthe contents of memory (r M � ) at addressn (wher-
ever the addresswas wherethe return addresswas stored).

Consider now how this might be put to use at function call and return
points. The return works nicely; the decoder will emit a continuation such as

��: 9ra orig : (pc � ) = ra orig ^ safe (�� 0:(pc � 0) = ra orig ):

Call this locinv C. The extensionwill now facea coverageproof obligation, to
prove that C is itself safe . In fact,
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Lemma 2.3.1. safe C.

Proof. Pick some� such that � j= C. We must show that prog � .
Since� j= C, then in particular

9ra orig : (pc � ) = ra orig ^ safe (�� 0:(pc � 0) = ra orig ):

Pick somera orig witnessing this existential. Since (pc � ) = ra orig then � j=
(�� 0:(pc � 0) = ra orig ). But we have that safe (�� 0:(pc � 0) = ra orig ), and so it
follows that prog � . This completesthe proof.

Corollary 2.3.2. fg covers f Cg.

Essentially , C claims its own safety.
When we considerthe function call itself, we begin to encounter problems.

Supposethe machine is about to executea jump instruction to F , which we
want to interpret as a function call, wherethe return will go to line n. Let

D = ��: (pc � ) = F ^ (ra � ) = n

E = ��: (pc � ) = F ^ safe (�� 0:(pc � 0) = (ra � ))

A = ��: (pc � ) = n:

D represents the decoder continuation following the jump. The extensionwould
like to establishthat

f E; Agcovers f Dg:

In fact, we can establish

Lemma 2.3.3. safe E ^ safe A =) safe D.

Proof. Pick some� such that � j= D. Then (pc � ) = F and (ra � ) = n. Since
safe A we have that

safe (�� 0:(pc � 0) = (ra � )) :

Thus � j= E. Since safe E, we have that prog � . It follows that safe D,
completing the proof.

However, the coverageclaim is stronger, that

8i: safe i E ^ safe i A =) safe i D:
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This stronger claim does not hold. For a counterexample, considera safety
policy in which onestepof safeprogresscanbemadewhenthe programcounter
is n, but no safeprogresscan be made when the program counter is F , and
moreover there is no state from which two stepsof safeprogressare possible.
Then E is contradictory (since its internal claim of inde�nite safety cannot
hold), and so is safe i for all i . In particular safe 1 E, safe 1 A, and yet not
safe 1 D.

It is necessaryto re-write the formal de�nitions such that

1. the soundnesstheorem is provable;

2. it is possibleto use internal safety claims of locinvs (as for the function
return exampleabove);

3. it is possible to establish internal safety claims of locinvs (as for the
function call exampleabove).

I have not discovered a way to do this without using an indexed notion of
locinv satisfaction, wherea locinv can be treated as a natural-number indexed
predicate of states.

A similar notion of indexing was independently but previously introduced
by Appel and McAllester in [6].

2.3.2 Indexed Lo cal In varian ts

So let us assumethat there is sometype

locinv : Type;

together with an indexed satisfaction relation

j=: nat ! state ! locinv ! Prop;

where� j= i C is read \ � satis�es C at index i ". Note that it would be mislead-
ing to say \ � satis�es C for i steps", as if it were being claimed that certain
properties will hold for the states obtained from � after several stepsof exe-
cution. Appel and McAllester ([6]) have usedindexing in this way, but I will
always work with locinvs where the index is usedto claim that certain other
states can independently make i steps of safeprogress. For instance, in the
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function call example,I will usea locinv C for the start of a function F such
that

� j= i C ( ) (pc � ) = F ^ 8j � i: safe j (R � );

where(R � ) is a locinv about the return state, such that

� 0 j= i (R � ) ( ) (pc � 0) = (ra � ):

In this example,the index i doesnot refer to stepsof progressfrom the state
� , but rather from the other state at function return. Thus to repeat, the
satisfaction relation should not be understood as \for i steps" but simply as
\at index i ".

In future examplesI will write indexedlocinvs directly asthe indexedstate
predicatesinduced by the satisfaction relation j=. For instance the locinv C
above is

�i: ��: (pc � ) = F ^ 8j � i: safe j

�
�i 0:�� 0:(pc � 0) = (ra � )

�
:

In many examplesthe index is unused, insofar as the locinv de�nes the same
state predicateat every index. In such casesI will freely omit referenceto the
index. In other examplesit may be understood that the index is usedin the
sameparticular way as in C, to index an internal safety claim; when the index
is not explicitly important, I will continue to write, for example,C as

��: (pc � ) = F ^ safe
�
�i 0:�� 0:(pc � 0) = (ra � )

�
:

(In all examplesin this thesis,useof safe insideof a locinv implies an indexed
rather than an unindexedclaim.)

It is sensibleto assumethat the satisfaction relation satis�es the following
property of monotonicity:

De�nition 2.3.4. An indexedsatisfactionrelation j= is monotonic if, for every
state � and locinv C,

8i: � j= i +1 C =) � j= i C:

This property is not necessaryfor soundness,but it is necessaryto allow
for a correct decoder when using the type of locinvs used in implementation;
seeSection2.7.4.

One appropriate instantiation of type locinv is simply as indexed state
predicates,nat ! state ! Prop, wherethe satisfaction relation is de�ned so
that � j= i C i� 8j � i: (C j � ). It is trivial to show that this is monotonic.

To completethe indexedde�nitions, we must re-de�ne safety:
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De�nition 2.3.5. A locinv C is safefor i steps, written safe i C, when

8�: � j= i C =) prog i �:

and decoder correctness:

De�nition 2.3.6. A decoder decodesatis�es the decoder correctnessproperty
i�, for each locinv C, where(P; D) = decodeC,

8i:8�: (� j= i +1 C) ^ (P � ) =) (9� 0:�  � 0) ^
�
8� 0:�  � 0 =)

_

D 2D

� 0 j= i D
�
:

That is, for any � satisfying the input locinv C, if the local safety condition P
holds, then progressis possiblefor at leastonestep,and the resulting state will
satisfy someD 2 D, at an index onelessthan that by which the original state
satis�ed C.2 Note especially the change in the index; but seeSection 2.7.4,
wherethe de�nition is reconsideredusing the sameindex in both occurences.

The soundnesstheorem, including indexing and certain other changes,will
be establishedin Section 2.6. The handling of function calls and returns is
worked out fully in Section4.4.

Indexing should be considereda purely technical device,and in that sense
it causesa certain amount of distraction, asall of the proofs get polluted with
indices. In Section2.7 I will show a way to minimize this problem. Concep-
tually, one's intuitions are usually well-enoughserved by forgetting about the
indexing, and, in particular, treating the internal safety claimsof locinvs (such
as the claim that the return continuation is safe)as if they were unindexed.

2.4 Augmen ted Decoder Input

Recall that oneof the goalsof the decoder is to have su�cien tly detailedoutput
that the extension does not have to refer directly to the notion of the state

2The property can be generalizedin at least two ways. First, we might allow decoders to
describe the next states after possibly more than one step|b y taking � 0 to be somek steps
from � and to satisfy D at index i + 1 � k. Second,we might allow the local safety condition
P also to be parametrized by the index i . We have not found either generalization useful.
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transition relation  ; instead, the decoder can be consideredto encode all
possiblereasoningabout  . In this sectionI considera changeto the notion
of the decoder which will allow the construction of such decoders.

Considera typical machine wherethe state transitions canbede�ned simply
in terms of the instruction to be executedin a given state. Usually of course
the instruction is encoded in the value stored in memory at the location given
by a speci�ed program-counter register. I will de�ne a decoder for a speci�c
such machine in Section3.3, but for now I put forth this very generalexample.

Assumethat there is a type inst of instructions. Any state � speci�es an
instruction instat � . Any i : inst speci�es a state transition  i : state !
state . Observe that  i is de�ned even on input states� for which instat � 6=
i ; this corresponds to the common-senseview of instructions whereby they
specify changesto a state independent of the contents of the state. The full
state transition  is simply given by

�  � 0 ( ) �  instat � � 0:

Observe that  is functional, so progresscan always be made; for the sake of
the exampleany executionwill be consideredsafe.

How can we specify a decoder for this machine? The idea is to write the
decoder asa strongest-postconditiongenerator;thuswecouldhavedecodeC =
(True; f Dg) where� j= i +1 D i�

9� 0:(� 0  instat � 0 � ) ^ (� 0 j= i C):

It is trivial to establishthat this decoder satis�es the decoder correctnessprop-
erty. However, it fails to satisfy a meta-logicalcriterion for the decoder, namely
that the decoder be usedto replaceall reasoningabout  in the extension's
proofs.

The solution I proposeis that the extensionbe required to give an extra
pieceof information to the decoder, namelythat it specify the instruction to be
executed.Then the decoder's output can explicitly describe the e�ects of that
instruction in such a way that the extensionneednot refer directly to  to
reasonabout it. Such a decoder is de�ned for a speci�c machine in Section3.3.
Here I specify the logical formalism neededto support this.

De�nition 2.4.1. For � : locinv ! Type, a � -augmented locinv is a pair
(C; t ) whereC : locinv , and t : � C.
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For the instruction example,we want � C to be the dependent type � t :
inst :(Q t C), whereQ t C ( ) (8i:8�: � j= i C =) instat � = t ). Then
an augmented locinv is an ordinary locinv which speci�es the instruction at
any state satisfying it (and provides the proof of that fact).

De�nition 2.4.2. For � asbefore,a � -augmented decoder is a function which
takesa � -augmented locinv and returns a pair, consistingof a state predicate
(the local safety condition) and a list of locinvs (the possiblenext states); thus
a decoder is of type

(� C : locinv :(� C)) !
�
(state ! Prop) � locinv list

�

The decoder correctnessproperty is the sameas before, using the locinv
component of the augmented input. Thus the augmentation doesnot change
the property satis�ed by the decoder output; it instead restricts the input,
and providesextra information to producethe output. Finally the property of
closure under scanning must be rede�ned in the obvious way in order to apply
to collectionsof augmented locinvs; seeSection2.6 for the completede�nitions.

In the actual implementation, sometrusted code automatically generates
the augmentations from a syntactic inspection of the extension'sresults, sono
extra work is createdfor the extension. SeeSection3.3.

2.5 Global In varian ts

Now considera program which doesnot modify its own code, or dynamically
create code. In this casethe instruction to be executeddependsonly on the
program counter. I now consider how to use the trusted infrastructure to
enforce such a restriction. This provides bene�ts in terms of simplicity of
extensions,which no longer have to maintain invariants about the code in
memory, which are instead enforcedby the trusted infrastructure.

Essentially we would like to have the extension give just the program
counter, rather than the instruction to be executed,in the augmented informa-
tion it givesto the decoder. Then the decoder hasto maintain a global invariant
to the e�ect that noneof the valuesin the program'scode have beenaltered|
that the addressesin the codeblock have the literal valuescorresponding to the
actual code. This exampleis worked out in Section3.3, using the formalism I
will now describe.
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Assumethat the type locinv comeswith a satisfaction relation indexed
not only by natural numbers but by a global invariant of type state ! Prop:

j=: (state ! Prop) ! nat ! state ! locinv ! Prop;

where � j= I
i C is read \ � satis�es C at index i with global invariant I ". The

following property is neededto motivate the term \global invariant":

De�nition 2.5.1. An indexedsatisfation relation j= is correct with the invari-
ant if for every state � , index i and locinv C, and for every state predicate
I ,

(� j= I
i C) =) (I � ):

Observe that this property would hold if we de�ned somenotion of � j= i C
independently of the global invariant, and then let

� j= I
i C ( ) (� j= i C) ^ (I � ):

This is an appropriate intuition, but we may want � j= I
i C to be weaker than

this; for instance,we may want C to be able to claim the safety (with respect
to global invariant I ) of other locinvs, and asI getsstrongersuch safety claims
generallyget weaker. SeeSection2.7.3.

De�nition 2.5.2. Let I : state ! Prop. A decoder decode satis�es the
(generalized) correctnessproperty with invariant I i�, for any locinv C, where
(P; D) = decodeC,

8i:8�: (� j= I
i +1 C) ^ (P � ) =)

(9� 0:�  � 0) ^
�
8� 0:�  � 0 =)

_

D 2D

(� 0 j= I
i D)

�
:

That is, for any state � satisfying the input locinv C (and the global invariant
I ), if the local safety condition P holds, then progressis possiblefor at least
onestep, and the resulting state will satisfy someD 2 D (and I ), at an index
one lessthan that by which the original state satis�ed C.

It is easyto extend this de�nition to augmented decoders;and the notions
of safe and covers also need to be relativized to the global invariant (see
Section2.6).
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The decoder canbeexpectedto enforcethe global invariant by meansof the
local safety conditions, for instanceallowing that a memorywrite is safeonly if
it doesn't alter the program's code. It may be useful to allow the extensionto
add facts to the global invariant, as long as those facts are automatically pre-
served (i.e. without needingthe decoder to enforcethem); this is discussedin
Section3.1.5. In earlierwork [36],Neculaand I exploredthe possibility of using
extension-speci�c global invariants, whereeach extensionactually provides its
own decoder and provesit correct with respect to its own global invariant. In
this thesisI insteadproposethat the extensiondirectly doesthe work of show-
ing that its speci�c invariants are preserved, by incorporating them into each
local invariant. The decoder-enforcedglobal-invariant framework given hereis
then only usedfor invariants, namelypreservation of the program'scode block,
which are intended to be usedby all extensions.

2.6 The Soundness Theorem

Now I will present the logical formalism implemented by the Open Veri�er
in its complete form. A Coq implementation of the results of this section is
available.

We must begin with a logical correspondent to the notion of safeexecution
of a program. So let us assumethe existenceof a type

state : Set

of machine states,as well as a relation

 : state ! state ! Prop

describingsafe machine transitions. Theseparametersare intended to encode
the machine semantics as well as the safety policy; in particular,  is that
subsetof all machine transitions which areto beconsideredsafe.SeeSection3.2
for a discussionof what kinds of safety policiescan be encoded in this way.

De�nition 2.6.1. A state � is capable of i steps of safe progress,written
prog i � , when any chain of  -transitions starting at � can be extendedto at
least i stepslong. That is,

prog0 � always holds;

prog i +1 � ( ) (9� 0: �  � 0) ^ (8� 0: �  � 0 =) prog i � 0):
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By prog � is meant 8i: prog i � .

I observe here again that  only needsto model the safe transitions to
be made under the control of the program to be veri�ed; for exampleit need
not re
ect actual machine behavior after control is returned to the operating
system, simply whether returning control to the operating system is to be
consideredsafein any given instance.

The extensionwill work with a type of veri�cation states, corresponding
typically to facts known to hold at someparticular point during program exe-
cution. I call theselocal invariants and assumethe existenceof sometype

locinv : Type:

I will not specify the type locinv , but assumethat there is a satisfaction
relation by which any locinv can be regardedas a state predicate indexedby
a natural number and a state predicate(the global invariant):

j=: nat ! (state ! Prop) ! state ! locinv ! Prop:

For a state � , an index i , a global invariant I , and a locinv C, I write � j= I
i C

for the statement that this relation holds, where� j= I
i C is read \ � satis�es C

at index i with global invariant I ".
The global invariant is a predicate of states which is intended to hold at

all points during the execution of the program. In the implementation we
will usea global invariant stating that the code block is stored in memory at
a particular location, and has not been modi�ed. The following assumption
about j= is necessaryfor the global invariant to live up to its name:

Assumption 2.6.2. The relation j= is correct with the invariant in the sense
that for every state � , index i and locinv C, and for every state predicate I ,

(� j= I
i C) =) (I � ):

Although not necessaryfor the results of this section, I will state here the
assumptionthat the satisfaction relation is monotonic in the index:

Assumption 2.6.3. The relation j= is monotonic, i.e. for every state � and
locinv C,

8i: � j= I
i +1 C =) � j= I

i C:
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This is necessaryin order that we are able to usethe type of locinvs de�ned
in Section2.7, as discussedin Section2.7.4.

It is only the satisfaction relation which matters about locinvs for the the-
orem I am establishing. The reasonfor using an abstract type locinv , instead
of usingnatural-number indexedstate predicatesdirectly, is to emphasizethat
the soundnesstheoremwill still hold if we restrict the predicateswhich can be
expressed,as is actually donein the implementation (seeSection2.7).

De�nition 2.6.4. A locinv C is safe for i steps with invariant I , written
safe I

i C, when
8�: (� j= I

i C) =) prog i �:

By safe I C is meant 8i: safe I
i C.

Safety of a program is proven by establishing that 8i: prog i � 0 for every
possibleinitial state � 0. I shall not introduce any formal type corresponding
to the notion of a \program" to be veri�ed. Instead, I will assumethat any
program determinessomelogical description of all possible initial states; in
fact I will assumethat it determinesa global invariant I and an initial locinv
C0, such that 8i: � 0 j= I

i C0 holds of every possible initial state � 0. (In the
implementation, it will be the responsibility of the trusted framework to set up
C0 and I such that this holds.) Thus, safety of the program with initial locinv
C0 can be establishedby proving 8i: safe I

i C0.

De�nition 2.6.5. A list E of locinvs is said to cover a list D of locinvs with
respect to global invariant I , written Ecovers I D, when

8i:
� ^

E 2E

safe I
i E

�
=)

� ^

D 2D

safe I
i D

�
:

Wewill requirethe extensionto provide extra information about its locinvs;
in particular, a proof that the locinv speci�es a particular valuefor the program
counter. This usesthe following notion.

De�nition 2.6.6. For � : locinv ! Type, a � -augmented locinv is a pair
(C; t ) whereC : locinv , and t : � C.

Any augmented locinv canbe treated asa locinv by ignoring the augmenta-
tion. In the following I will do this without comment, applying the predicates
j=, safe , and covers to augmented locinvs and lists of augmented locinvs.
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The decoder is that part of the trusted framework which speci�es the tran-
sition relation  , in terms of locinvs.

De�nition 2.6.7. For � asbefore,a � -augmented decoder is a function which
takesa � -augmented locinv and returns a pair, consistingof a state predicate
(the local safety condition) and a list of locinvs (the possiblenext states); thus
a decoder is of type

(� C : locinv :(� C)) !
�
(state ! Prop) � locinv list

�

De�nition 2.6.8. A � -augmented decoder decode satis�es the decoder cor-
rectnessproperty with invariant I i�, for any � -augmented locinv (C; t ), where
(P; D) = decode(C; t ),

8i:8�: (� j= I
i +1 C) ^ (P � ) =)

(9� 0:�  � 0) ^
�

8� 0:�  � 0 =) prog � 0 _
� _

D 2D

� 0 j= I
i D

� �
:

That is, for any state � satisfying the input locinv C (and the global invariant
I ), if the local safety condition P holds, then progressis possiblefor at leastone
step, and the resulting state is either safe(can make inde�nite safeprogress),
or will satisfy someD 2 D (and I ), at an index one lessthan that by which
the original state satis�ed C.

Observe that we will allow the decoder to omit safe continuations from
its output D, insofar as D can exclude � 0 for which prog � 0. The remaining
continuations will be those the safety of which requiresa proof obligation for
the untrusted extension. This can be usedby the implementation to eliminate
caseswhich are known to the trusted framework to result in a safeabort, see
Section4.3.4.2.

The following is the key property to be establishedby the untrusted exten-
sion.

De�nition 2.6.9. A setE of � -augmented locinvs is closed under scanning with
respect to � -augmented decoder decode and global invariant I , if the following
two conditions hold for each E 2 E. Let (P; D) = decodeE. Then

1. 8i:8�: (� j= I
i E) =) (P � );
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2. Ecovers I D.

Lemma 2.6.10. Let I : state ! Prop, and decodebe a � -augmented decoder
which satis�es the decoder correctnessproperty with invariant I . If a set E of
� -augmented locinvs is closed under scanning with respect to decode and I ,
then for each E 2 E, we havethat 8i: safe I

i E.

Proof. The proof proceedsby induction on the index i . The basecasei =
0 holds trivially . So suppose as induction hypothesis that for each E 2 E,
safe I

i E. We will establishthat for each E 2 E, safe I
i +1 E, which will complete

the proof by induction.
Fix someE 2 E. To show safe I

i +1 E, by de�nition we must show that for
every � such that � j= I

i +1 E, prog i +1 � . Fix some� such that � j= I
i +1 E.

Let (P; D) = decodeE. By the decoder correctnessproperty, instantiated
at our chosen� and i ,

(� j= I
i +1 E) ^ (P � ) =)

(9� 0:�  � 0) ^
�

8� 0:�  � 0 =) prog � 0 _
� _

D 2D

:� 0 j= I
i D

� �
:

By condition (1) of closureunder scanning,we have that (P � ). Thereforeit is
possibleto make onestep of progressfrom � ; and any resulting state � 0 either
satis�es prog � 0, or elsewill satisfy someD 2 D (and the global invariant I ).

Supposethe secondcase.We now usecondition (2) of closureunder scan-
ning, which has that Ecovers I D. By the induction hypothesis, safe I

i E for
each E 2 E. Thus by the de�nition of covers , safe I

i D for each D 2 D. By
the de�nition of safe I we can concludethat prog i � 0 for any � 0 satisfying some
D 2 D at index i and invariant I .

Now for each � 0 resulting from our chosen� after one step of execution,
either wehaveprog � 0directly from the decoder correctnessproperty, or elsethe
above condition holds; either way we have prog i � 0. Thus we have established
prog i +1 � , completing the proof.

Theorem 2.6.11 (Soundness of the Op en Veri�er). Let I : state !
Prop, and decode be a � -augmented decoder which satis�es the decoder cor-
rectnessproperty with invariant I . Supposea set E of � -augmented locinvs is
closed under scanning with respect to decode and I .
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Supposealsothat Ecovers I f C0g, where C0 is an initial locinv for a program
in the sensethat for any possibleinitial state � 0, � 0 j= I

i C0 for all i . Then the
program is safein the sensethat eachsuch� 0 can makeinde�nite safeprogress.

Proof. By the lemma 8i: safe I
i E for each E 2 E. Thus by the de�nition

of covers I , 8i: safe I
i C0. The rest follows by the de�nitions of safety and

progress.

In the following Section2.7 I will instatiate the type locinv and its satis-
faction relation j=. Oncethat is done, the role of the untrusted extensioncan
be understood as producing a list of locinvs, which covers an initial locinv for
the program to be satis�ed, and proving that it is closedunder scanningwith
respect to somecorrect decoder.

2.7 The T yp e Lo cinv

Recall that for the purposesof soundness,the useof locinvs is just that they in-
ducea state predicateindexedby natural numbersand by the global invariant,
via the relation

j=: nat ! (state ! Prop) ! state ! locinv ! Prop;

with the only requirement being that the global invariant in fact holds, i.e.

(� j= I
i C) =) (I � ):

To usethe soundnesstheorem,nothing prevents us from simply using indexed
statepredicates.For variousimplementation reasons,however, wehavefound it
usefulto restrict the expressivenessof locinvs. This is exploredin the following.

2.7.1 Existen tial Variables, Registers, and Assumptions

The �rst optimization is to note that wecanremovethe needto reasonexplicitly
about predicatesof states, by requiring locinvs to have the form (omitting for
now the indexing):

��: 9x : � :
�
� = f (x )

�
^ (A x ):

Using this scheme,when the extensionhas to prove a local safety condition

8�: (� j= C) =) (P � );
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it su�ces to prove
8x : � : (A x ) =)

�
P (f x )

�
:

On actual systemsmachine states (type state ) will generally consist of a
register �le and a memory; state can be imagined as a type of tuples, with
many components (the registers) of type val and one (the memory) of type
mem. Often the memory can be treated analogouslywith the registersand so I
often usethe term \registers" to refer to all of the components of state . The
function f in the locinv above can then be said to specify the \registers".

The type � is often referredto in the plural as the \existential variables" of
the locinv; � is generallya large tuple, with various components for particular
values we wish to existentially quantify , which can in fact be thought of as
many individual variables. The predicate A is referred to in the plural as the
\assumptions" of the locinv.

For the implementation we have the decoder output a local safety condition
which is already a function of � , using the registersf speci�ed by the input
locinv to translate (P � ) directly into (P (f x )).

2.7.2 Progress Con tin uations

The other re�nement I proposehas to do with the notion of indexing. The
original motivation for indexing is for the handling of function callsand returns;
the locinv for the start of a function makesthe claim that it is safeto jump to
the return address,which is implemented as a locinv C such that

� j= i C ( ) (pc � ) = F ^ 8j � i: safe j (Ret � )

wherefor any � , (Ret � ) is a locinv such that

� 0 j= i (Ret � ) ( ) (pc � 0) = (ra � ):

The extensioncan useC to cover a decoder continuation, only if the extension
can establish that the return addresshas beencorrectly set up to somewhere
that we know is safeto jump to.

In actual fact, during the executionof any program which we can verify, in
which C is the locinv for line F , any � that comesto line F will satisfy the
stronger,unindexedproperty that

(pc � ) = F ^ safe 1 (Ret � ):
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Of course,this matchespreciselythe suggestedintuition of the requirement for
a function call. As discussedin Section2.3, it is only that it turns out to be
di�cult to establishall the requiredfacts usingunindexedclaims. To make the
proof go through, we needto generalizethe locinvs which contain safety claims
about other locinvs, such that they contain indexedsafety claims instead.

Thus the indexing is a purely technical device; and having the indicesevery-
where is distracting as well. So I will now proposea re�nement of the system
such that the extensionsnever have to reasonabout indices. Essentially , locinvs
arerestricted sothat the only allowableuseof indexing is in safety claimsabout
other locinvs.

Note that this does restrict the useof the system. Appel and McAllester
in [6] create a type system using a similar notion of indexing, in which the
indexing is usedto de�ne recursive types,by expressingat index i that a state
canmake i stepsof progress,at each stepsatisfyingsomepredicate. The re�ned
versionof locinv cannot expressthis kind of indexedpredicate. We have found
a more fruitful approach to recursive typesis to break the recursionby means
of intensional typing (seeSection4.2.1.1).

2.7.3 Lo cinvs, Again

I can now de�ne a type of locinvs using the above ideas.

De�nition 2.7.1. A locinv C is inductively de�ned as the type of tuples

(C:type ; C:regs; C:assume; C:progress );

where

C:type : Set;

C:regs : C:type ! state ;

C:assume: C:type ! Prop;

C:progress : (C:type ! locinv ) list :

The notions of satisfaction and safety are de�ned recursively on the structure
of locinvs, as follows. Let I : state ! Prop. A state � satis�es a locinv C at
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index i with global invariant I , written � j= I
i C, when

(I � ) ^ 9x : C:type : � = (C:regs x ) ^

(C:assumex ) ^
^

P 2 C:progress

8j � i: safe I
j (P x );

a locinv C is safe for i stepswith invariant I , written safe I
i C, when

8�: (� j= I
i C) =) prog i �:

By safe I C is meant 8i: safe I
i C.3

Observe that it is logically important that locinvs be an inductive type, and
that the de�nition of j= be recursive over that inductive structure. Otherwise
there would be a circularity in the de�nition. Sincewe only allow well-founded
locinvs, it can be imagined that j= is �rst de�ned (non-recursively) for locinvs
without a progress �eld; and then for locinvs whoseprogress locinvs come
from that class;and so on.

In the implementation wehavefound it e�cien t to storethe assume�eld asa
list of predicates,which are joined by conjunction to createa singlepredicate.
Becauseof this I will refer to C:assumein the plural as the assumptionsof
C. Similarly, C:type is implemented as a tuple type, and so I refer to it as
the existential variables of C. As mentioned above, the notion of state is
implemented asa tuple of individual registers,motivating the nameof the �eld
C:regs as the registers of C.4

The elements of C:progress are called C's progresscontinuations. They
embody claims that safe progresscan be made by continuing execution in
a state satisfying certain conditions. The example to keep in mind is the
continuation, stating that it is safeto continue if the pc is set to the value of
the return addressregister at the start of executionof the function.

3Technically, the notion of safety used in the soundnesstheorem is de�ned after the
satisfaction relation j=; but of coursethat de�nition will coincide with the notion of safety
de�ned concurrently with j= here.

4In our protot ype implementation, the program counter is stored separately from the
other registers, giving a �fth component to the type of locinvs. This is mostly due to the
fact that the value of the program counter is the augmentation sent to the decoder, to enable
the decoder to �nd the instruction to be executed. The separation is not necessaryfor the
formal development, but seeSection 3.1.7 for related implementation issues.
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Observe that the only dependenceon the index i occurs in the claims that
the progresscontinuations are safefor i steps.

We will needthe following:

Lemma 2.7.2. j= is monotonic, i.e. for any I , i , � , and C,

� j= I
i +1 C =) � j= I

i C:

Proof. Using that the only dependenceon the index in the de�nition of j= is
with the progresscontinuation, this follows from the fact that

^

P 2 C:progress

8j � i + 1: safe I
j (P x ) =)

^

P 2 C:progress

8j � i: safe I
j (P x ):

Finally, two noteson notation. First, it is often convenient to usea mapping
notation with the progresscontinuations. Thus given a locinv D, and x :
D:type , I will write

(D:progress x )

for
f (R x ) j R 2 D:progress g:

Second,in examplesit is often more convenient to write locinvs as state
predicates,rather than specifying the four �elds directly. I will suppressthe
global invariant and indexing and write, for instance,

��: 9� : (A � � ) ^ safe (R � � ):

This should be understood as specifying a locinv C where

C:type = � � state ;

C:regs = � (t ; � ): � ;

C:assume= � (t ; � ): (A t � );

C:progress = f � (t ; � ): (R � � )g:

Note that the regs �eld is always boring under than translation. In order to
improve the e�ciency of automated theorem proving, we have found it better
to have equalities among registers re
ected directly in the regs �eld rather
than in the assume�eld.
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2.7.3.1 A Final Restriction

For completenessI note hereonemore restriction on the type of locinvs, used
in the implementation. Logically it is usedin this thesisonly in Lemma2.7.11,
though the lemmacan be weakenedonly slightly to avoid it. As de�ned above,
the progresscontinuationsof a locinv candependon the host locinv's existential
variables in any conceivable way; but in practice the only use of this is to
include the host's existential variablesamongthe progresscontinuation's, as I
now de�ne.

De�nition 2.7.3. For � : Set let a � -dependent locinv, type (locinv' � ), be
the type of tuples

(C:type' ; C:regs; C:assume; C:progress );

where

C:type' : Set;

C:regs : � � C:type' ! state ;

C:assume: � � C:type' ! Prop;

C:progress : (locinv' (� � C:type' )) list :

The type locinv of top-level locinvs can be identi�ed with locinv' unit . For
R : locinv' (� � � 0) and x : tau , let (R x) : locinv' � 0 be de�ned recursively
as

(R x):type' = R:type' ;

(R x):regs = � (y; z): (R:regs (x; y; z));

(R x):assume= � (y; z): (R:assume(x; y; z));

(R x):progress = f (S x) j S 2 R:progress g

In particular, any progresscontinuation of a locinv C can be consideredas a
function C:type ! locinv , as before.

Using that last fact, we can pretend that locinvs are as de�ned in De�ni-
tion 2.7.1,only that the progresscontinuations are restricted so that they de-
pendon the existential variablesin a particularly simpleway. In Lemma2.7.11
I will make useof the fact that there is a sensiblenotion of R:progress for for
each R 2 D:progress , not just (R x ):progress for somex : D:type .
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Finally note that given f : � ! � 0, any C : locinv' � 0 can be lifted to
a locinv' � . I will write this as �x: (C (f x)), de�ning D = �x: (C (f x))
recursively by

D:type' = C:type' ;

D :regs = � (x; y): (C:regs (f x; y));

D :assume= � (x; y): (C:assume(f x; y));

D :progress = f � (x; y):(S (f x; y)) j S 2 R:progress g:

2.7.4 The Decoder

There is a bit of a surprise related to the decoder. One might imagine that
the decoder should be not only correct but complete, in that for instance the
output continuations D should describe exactly those states which can result
from executingonestep on somestate described by the input locinv.

Recall the de�nition of decoder correctness(hereomitting the global invari-
ant):

De�nition 2.7.4. A decoder decodesatis�es the decoder correctnessproperty
i�, for each locinv C, where(P; D) = decodeC,

8i:8�: (� j= i +1 C) ^ (P � ) =)

(9� 0:�  � 0) ^
�
8� 0:�  � 0 =)

_

D 2D

� 0 j= i D
�
:

That is, for any state � satisfyingthe input locinv C, if the local safety condition
P holds, then progressis possiblefor at least onestep, and the resulting state
will satisfy someD 2 D, at an index one lessthan that by which the original
state satis�ed C.

But if the input locinv statesthat, at index i + 1, somelocinv R is safe i +1 ,
then a complete decoder would, in its output continuations, need to say at
index i that R is safe i +1 . This is impossibleaccording to the de�nition of
locinv I have now given.

The decoder we will use (de�ned in Section 3.3) satis�es the following
stronger property.
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De�nition 2.7.5. A decoder decode satis�es the strong decoder correctness
property i�, for each locinv C, where(P; D) = decodeC,

8i:8�: (� j= i +1 C) ^ (P � ) =)

(9� 0:�  � 0) ^
�
8� 0:�  � 0 =)

_

D 2D

� 0 j= i +1 D
�
:

That is, for any state � satisfyingthe input locinv C, if the local safety condition
P holds, then progressis possiblefor at least onestep, and the resulting state
will satisfy someD 2 D, at the sameindex by which the original state satis�ed
C.

The strong correctnessproperty implies the original correctnessproperty,
by the monotonicity of j=. Thus, we canwork with our strong decoder and still
rely on the soundnesstheorem (Theorem 2.6.11). This is the only technical
reasonfor requiring that j= be monotonic.

This \slackness",wherethe decoder satis�es a property stronger than that
required by the soundnesstheorem, is an indication that I have given up some
expressive power by this restriction on locinvs. I will show in Chapter 4 that
locinvs are nonethelesspowerful enoughto expressthe predicatesneededfor
seriousveri�cation projects. I proposethat the lossof expressive power will be
worth it for the simplicity, gainedby not having to reasonabout indexing, to
the writers of extensions.

2.7.5 Coverage Pro of Rules

To actually remove the need for reasoningabout indices requires providing
meansfor the extensionto establishthe coverageproof obligations, such that
the proofs do not involve indexing. Recall the de�nition

De�nition 2.7.6. A list E of locinvs is said to cover a list D of locinvs with
respect to global invariant I , written Ecovers I D, when

8i:
� ^

E 2E

safe I
i E

�
=)

� ^

D 2D

safe I
i D

�
:

Note the easylemma

Lemma 2.7.7. Let I : state ! Prop. Let E and D sets of locinvs. Then
Ecovers I D if and only if for each D in D, Ecovers I f Dg.
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Proof. Immediate.

By meansof this lemma, we can restrict our attention to the notion of
covering a single locinv D.

Another useful easylemma is

Lemma 2.7.8. Let D, E, and E0 be setsof locinvs suchthat E � E0. Then

Ecovers I D =) E0covers I D:

Thus, havingestablished a proof of coveragewith one set E of locinvs, coverage
wil l also hold with any larger set E0.

Proof. Immediate.

I now re-expresscoverageusing the re�ned notion of locinv.

Lemma 2.7.9. Let I : state ! Prop. Let D be a locinv and E a setof locinvs.
Then Ecovers I f Dg if

8x : D:type : (D:assumex ) ^ (I (D :regs x )) =)
_

E 2 (E[ (D :progress x ))

9y : E:type : (D:regs x ) = (E:regs y ) ^

(E:assumey ) ^ (E [ (D:progress x ) covers I (E:progress y )):

That is, the coverage claim is implied by the following: Suppose we have an
instantiation of D 's variablessuch that D 's assumptionshold, and the global
invariant I holds at the state speci�e d by D's registers. Then we can choose
an E, either from E or from D's progresscontinuations, and an instantiation
of E 's variables,such that the statesdescribed by D and E coincide, and E's
assumptionshold, andE's progresscontinuations are safeunder the assumption
that D 's progresscontinuations are safe.

Proof. Choosean index i and suppose
V

E 2E safe I
i E. I will show safe I

i D. So
choose� such that � j= I

i D. I will show prog i � .
By the de�nition of j=, we have that

(I � ) ^ 9x : D:type : � = (D:regs x ) ^

(D:assumex ) ^
V

P 2 D :progress safe I
i (P x ):
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Fix a x witnessingthe existential; then we can deducefrom the hypothesis
that

_

E 2 (E[ (D :progress x ))

9y : E:type : (D:regs x ) = (E:regs y ) ^

(E:assumey ) ^ (E [ (D:progress x ) covers I (E:progress y )):

ChooseE and y for which this is so. Sincewehave assumedthat
V

E 2E safe I
i E

and we have also that
V

P 2 D :progress safe I
i (P x ), then we can derive that

safe I
i E, and also that

V
R2 E :progress safe I

i (R y ).
But this givesus

(I � ) ^ 9y : E:type : � = (E:regs y ) ^

(E:assumey ) ^
V

R2 E :progress safe I
i (R y );

in other words that � j= I
i E. Togetherwith safe I

i E, this yields prog i � , which
completesthe proof.

Observe that to provea coverageobligation by meansof this lemma,onewill
typically be required to prove other coverages,of each progresscontinuation
R of the covering locinv E. However, thesecoverageproofs (1) happen in a
context in which D 's assumptionshold, and (2) haveD's progresscontinuations
additionally available as candidatesfor the covering. We can take advantage
of the fact that a locinv is a higher-orderentit y so that all coveragesubproofs
happen without additional context and with the samecovering set; intuitiv ely
all coverageproofswill happenat \top level". This o�ers signi�cant advantages
in e�ciency and simplicity for the implementation.

The rough idea is to expand R so that it contains D 's assumptionsand
progresscontinuations. I will now make this precise.

De�nition 2.7.10. The function

Acc : (D : locinv )( � E : Set)( f : D :type ! � E )(R : � E ! locinv )locinv

is de�ned as follows: AccD f R is the locinv C where

C:type = � x : D:type : (R (f x)) :type

C:regs = � (x; y): (R (f x)) :regs y

C:assume= � (x; y): (D :assumex) ^ ((R (f x)) :assumey)

C:progress = � (x; y): (D :progress x) [ ((R (f x)) :progress y):
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This de�nition can satisfy the restriction on progresscontinuations in-
troduced in Section 2.7.3.1, as long as R has the restricted form (i.e. R :
locinv' � E ). In that casewe should properly write

C:type = D:type � R:type'

C:regs = � (x; y): R:regs (f x; y)

C:assume= � (x; y): (D :assumex) ^ (R:assume(f x; y))

C:progress = f � (x; y): (P x) j P 2 D:progress g[

f � (x; y): (P (f x; y)) j P 2 R:progress g

The locinv AccD f R is formed by \accumulating" the assumptionsand
progresscontinuations of D, into the progresscontinuation R, lifting it to a
bona �de locinv by the instantiating function f .

In the following the notation AccD f E is usedfor f AccD f E j E 2 Eg.

Lemma 2.7.11. Let I : state ! Prop. Let D be a locinv and E a set of
locinvs. Then Ecovers I f Dg if there is a covering continuation

E 0 2 f � :E j E 2 Eg [ D:progress

and someinstantiating function

f : � x : D:type :(E 0 x ):type

suchthat the following two facts hold: for all x : D :type , letting E = (E 0 x ),

(D:assumex ) ^ (I (D :regs x )) =)

(D:regs x ) = (E:regs (f x )) ^ (E:assume(f x ))

and, letting f 0 x = (x ; f x ),

Ecovers I AccD f 0 (E 0:progress ):5

5To write E 0:progress I am using the restriction of Section 2.7.3.1. Otherwise I would
need to use AccD f (E :progress ); then this coverage subproof would stil l not quite be at
\top level" in that it would be parametric in x : D :type .
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Proof. I proceedby Lemma 2.7.9,wherefor any x the choiceof E is given by
the hypothesis,and y = (f x ). The only di�cult part is to establishthat

Ecovers I AccD f 0 (E 0:progress ) =)

8x : D:type : E [ (D:progress x ) covers I (E:progress (f x )) :

So �x x and let y = (f x ). Suppose, for someindex i , that
V

E 2E safe I
i E

and that
V

P 2 D :progress safe I
i (P x ). Chooseany R in E:progress ; note that

R = (R0 x ) for R0 2 E 0:progress . We must show that safe I
i (R y ).

Choosesome� such that � j= I
i (R y ); we must show that prog i � . Let z

be the instantiation of (R y ):type which witnessesthat � j= I
i (R y ). Letting

C = AccD f 0 R0, and using that (R (f x)) = (R0 (x; f x)), we have that

C:type = � x : D:type : (R (f x)) :type

C:regs = � (x; y): (R (f x)) :regs y

C:assume= � (x; y): (D :assumex) ^ ((R (f x)) :assumey)

C:progress = � (x; y): (D :progress x) [ ((R (f x)) :progress y):

In particular, for the instantiation t = (x ; z ), we have that � = C:regs t , and
that C:assumet . To establishthat � j= I

i C we must just establishthe safety of
its progresscontinuations. But we already have that (D:progress x ) are all
safe;and (R y ):progress z are all safeby the fact that � j= I

i (R y ).
Thus � j= I

i C. But, under that assumptionthat
V

E 2E safe I
i E, safe I

i C by
hypothesis. Thus prog i � . This completesthe proof.

The statement of the following lemmais somewhattechnical, but it simply
embodiesthe claim that if E hasa progresscontinuation R which is essentially
the sameas a progresscontinuation of D, then the coverageof AccD f R is
automatic. Intuitiv ely, this is becauseD already claims the safety of R, and
the accumulation into R of any extra assumptionsfrom D won't a�ect that.

Lemma 2.7.12. Let D be a locinv such that R 2 D:progress . Supposethat
f : D :type ! � and g : � ! D :type havethe property that (g (f x)) = x for
all x.

Then for any I

fg covers I
�

AccD f
�
�z :(R (g z))

�	
:
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Proof. It is possible to prove this using Lemma 2.7.11 by induction on the
structure of locinvs, but easierto proceedby returning to the original de�nition
of covers ; so let C =

�
AccD f

�
�z :(R(g z))

�	
. We must prove safe I

i C.
So pick some � such that � j= I

i C. By the de�nition of j= there is
some x : C:type witnessing this; let x = (w; y) where w : D:type , y :
(R (g (f w))) :type = (R w):type .

By inspection of the de�nition of j= and Acc, observe that � j= I
i C implies

safe I
i (E w) for any E 2 D:progress ; andsosafe I

i (R w). But by the de�nition
of Acc, it is clear that � j= I

i C (with x = (w; y) witnessing the existential)
implies � j= I

i (R w) (with y witnessingthe existential). Thus we have prog i � ,
completing the proof of safe I

i C.

Observe that proving coverageby Lemma 2.7.11requireschoosinga single
particular covering continuation. The statement of Lemma 2.7.9 is more gen-
eral, in that the continuation which covers D is chosenin the context of some
particular instantiantion of D 's existential variables, and under the assump-
tions of D and the global invariant; in particular this allows a caseanalysis,
that di�erent covering continuations be chosenbasedon which of several dis-
junctive possibilities hold. The following lemma allows us to regain this; �rst
a notation.

De�nition 2.7.13. Let C be a locinv and A : C:type ! Prop. Then the
notation C ^ A refersto the locinv whereA is addedto the assumptions,that
is:

(C ^ A):type = C:type

(C ^ A):regs = C:regs

(C ^ A):assume= � x : (C:assumex ) ^ (A x )

(C ^ A):progress = C:progress

Lemma 2.7.14. Let I : state ! Prop. Let D be a locinv and E a set of
locinvs; let A; B : D:type ! Prop suchthat

8x : D:type : (D:assumex ) ^ (I (D :regs x )) =) ((A x ) _ (B x )):

Then Ecovers I f Dg if Ecovers I f D ^ A; D ^ Bg.
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Proof. Supposethat Ecovers I f D ^ A; D ^ Bg. To show that Ecovers I f Dg,
assumethat safe I

i E for all E 2 E. Then safe I
i (D ^ A) and safe I

i (D ^ B),
and it must be shown that safe I

i D.
So choosesome� such that � j= I

i D. Then (I � ), and there is somex :
D:type such that (D:assumex ), and � = (D:regs x ). Thus ((A x ) _ (B x ))
holds. But in the �rst case,� j= I

i (D ^ A); in the secondcase� j= I
i (D ^ B).

Either way prog i � , completing the proof.

One more meansof establishingcoveragewill be needed:

Lemma 2.7.15. Let I : state ! Prop. Let D be a locinv suchthat

8x : D:type : (D:assumex ) ^ (I (D :regs x )) =) False :

Then for any set E of locinvs, Ecovers I f Dg.

Proof. If there were any � such that � j= I
i D, then False would hold. Thus

there is no such � and safe I
i D holdsvacuously, and thus Ecovers I f Dg holds.

Together,the meansof proving covers given in Lemmas2.7.11,2.7.14and
2.7.15seemsu�cien t for the needsof extensions;in the implementation these
are the only meansof proving coveragethat the extensioncan use. SeeFig-
ure 2.1 for an expressionof theseasproof rules. This constitutes an alternate,
weaker and yet su�cien t de�nition of the notion of covers .

One last re�nement of the notion of covers has proved useful. Looking
aheadto the implementation, the extensionhas the job of producing locinvs
which cover the decoder's output continuations. The commoncaseis for the
extension to use a locinv very close to that given by the decoder. The ex-
tension will make incremental changes:perhapsto introduce explicitly a new
assumptionwhich follows from the others,perhapsto forget that a registerhas
a certain speci�c value and replaceit with a new existential variables (which
we call \freshening the register").

For example,type-basedproofs of memory safety typically require that the
memory satisfy a certain invariant, say (memOkM ); the actual contents of the
memoryarenot soimportant. Sothe decoder might have an input locinv along
the lines of

��: 9M : mem; A : val ; B : val ; T : type :((r M � ) = M ) ^

(memOkM ) ^ (hasTypeA (ptr T)) ^ (hasTypeB T):



49

For choiceof E 0 2 f � :E j E 2 Eg [ D:progress
and f : � x : D:type :(E 0 x ):type ;
letting E = (E 0 x ) and f 0 x = (x; f x):

[ (D :assumex ), (I (D :regs x )) ]
...

(D :regs x ) = (E:regs (f x )) ^
(E:assume(f x )) Ecovers I AccD f 0 (E 0:progress )

Ecovers I f Dg

[ (D:assumex ), (I (D :regs x )) ]
...

(A x ) _ (B x ) Ecovers I f D ^ A; D ^ Bg
Ecovers I f Dg

[ (D:assumex ), (I (D :regs x )) ]
...

False
Ecovers I f Dg

R 2 D:progress 8x:(g (f x)) = x
Ecovers I f AccD f (�z :(R (g z))) g

Ecovers I f Dg Ecovers I D
Ecovers I (f Dg [ D)

Ecovers I D E � E0

E0covers I D

Figure 2.1: Proof rules for covers .
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If the next instruction is the (type-safe)memory write of B into addressA,
then the decoder's output continuation might be

��: 9M : mem; A : val ; B : val ; T : type :((r M � ) = (updM A B)) ^

(memOkM ) ^ (hasTypeA (ptr T)) ^ (hasTypeB T):

But what the extensionwants is to forget the contents of memoryand establish
that the new memory is still memOk, by meansof a lemma such as

8M : mem; A : val ; B : val ; T : type :(memOkM ) ^

(hasTypeA (ptr T)) ^ (hasTypeB T) =)

(memOk(updM A B));

so in fact the extensionwould like to cover the decoder's locinv with one like

��: 9M 0 : mem; A : val ; B : val ; T : type :((r M � ) = M 0) ^

(memOkM 0) ^ (hasTypeA (ptr T)) ^ (hasTypeB T):

It is easy enough to establish this coverage, but going directly by
Lemma 2.7.11requiresproving more than should be necessary:for it requires
proving that all the assumptionsof E follow from thoseof D, while really we
only needto provethe newassumption(memOkM 0), whereM 0 = (updM A B)).
This has important e�ciency rami�cations with regard to the implementation
of the Open Veri�er. The following shows oneway to avoid ine�ciency .

De�nition 2.7.16. For a locinv D, let a delta � be a tuple

(� :type ; � :regs; � :assume);

where

� :type : Set;

� :regs : D:type � � :type ! state ;

� :assume: D:type � � :type ! Prop:

Let � D be the locinv

� D:type = D:type � � :type

� D:regs = � (x; y):(� :regs (x; y))

� D :assume= � (x; y):(� :assume(x; y)) ^ (D:assumex)

� D:progress = f � (x; y):(E x) j E 2 D:progress g:
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Such a delta only allows adding assumptionsand existential variables; in
practice we also needto be able to drop assumptionsand existential variables
on which nothing depends,but this is not di�cult and I will not formalize it
here.

Lemma 2.7.17. Let I : state ! Prop. Let D be a locinv and � a delta of D.
Supposethat there is a function

g : D:type ! � :type

such that for any x : D:type , under the assumptions (D:assume x) and
(I (D:regs x)) it is proven that

(� :regs (x; g x)) = (D:regs x)

and
(� :assume(x; g x)):

Then
f � Dgcovers I f Dg:

Proof. I proceedby Lemma 2.7.11,using the instantiation function

f x = (x; g x):

The proof is straightforward. Worth noting is how to establishthat for each E
in D:progress , letting E 0 = � (x; y):(E x), f � Dgcovers I f AccD f E 0g; this
follows by Lemma 2.7.12.

2.7.6 First-Order Logic

Above I have introduced a restriction limiting the expressive power available
to the extension, for the bene�t of simplicity and clearness. A further such
restriction is possible,as follows. I have made useof higher-order features in
the notion of locinv and the proof of the soundnesstheorem Theorem 2.6.11.
Most importantly, I have madeuseof a higher-orderpredicate safe . But the
current de�nition of locinv specially encodescertain claims involving safe , via
the progresscontinuations. It is possible,then, to make this the only use of
higher-order features,by restricting the logic usedfor the variables, registers,
and assumptionsof locinvs to �rst-or der.
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The activit y of the extension would then be restricted to (1) producing
proofs of �rst-order formulae, and (2) producing coverageproofs. The pro-
duction of coverageproofs, in turn, essentially amounts to producing lists of
locinvs, and further �rst-order proofs. The structure of the coverageproofscan
be seenasa proxy for higher-order logic.

This is a meta-logicalconsideration,in the sensethat it concernsthe syn-
tactic representations of logical formulae to be passedaround by the modules
of the system,and the designof the proof checker.

The advantage to the trusted framework is that the proof checker can be
simpler. The advantage to the extensionis that proof generationcanbe easier,
e.g. using a resolution theorem prover. In practice we have managedto re-
strict the logic of the assumptionsof locinvs to Horn logic, which makesproof
generationespecially easy.

Essentially , I have encapsulatedall the necessaryhigher-order reasoning
into the soundnesstheoremand the soundnessof the covers rules. Extensions
needonly perform �rst-order reasoning.Surprisingly, this has su�ced even to
verify programswhich manipulate function pointers directly.

I believe that theseconstraints will alsomake the job of writing extensions
easier.As described in Chapter 4, most of the work of writing an extensionis
recognizingthe kinds of �rst-order factsthat shouldhold at a point in execution,
and proving lemmasrelating such facts. Although the machinery of coverage
proofs discussedabove may seemsomewhattechnical, in an implementation
it tends to be intuitiv e. The common caseis the \coverageby delta" where
one simply speci�es incremental changesto be made to the state, together
with proofs that no essentially new facts are being asserted. Even the most
complicatedcasesshould seemintuitiv e upon re
ection:

� locinvs for method calls to the foo method of particular classesC, D, and
E, should cover a dynamic dispatch to method foo of an object whose
dynamic type could be any of C, D, or E;

� one locinv for the start of function F , which claims that jumping to the
return addressis safe,together with a secondlocinv for the actual return
site at line n + 1, should cover the result of a function call at line n.
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2.7.6.1 T yp es

Inductive types are useful in writing extensions,where the set of program-
level types from the programs to be veri�ed can be naturally expressedas
an inductive datatype. Similarly, typing predicatesmay be de�ned inductively.
Basedon our experiencewith a prototype implementation of the OpenVeri�er,
it seemspossiblethat such usesof types are a convenience,which could be
replacedby e.g. coding program-level typesinto natural numbers. This would
allow a much weaker logic and a correspondingly smaller trusted code base.
However, it runs up againstanotherdesideratum,the easeof extensionwriting.
The proper balancehere remainsunclear, but in this thesis I will assumethat
extensionwriters have accessto the full power of inductive types.

Thus, I will considerthat the logic to be usedby the extensionis a typed
�rst-order logic,wheretherearecertain typesprovided (such asval for machine
integers and memfor states of memory), and further inductive types can be
createdby the extensionas needed.
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Chapter 3

The Implemen tation of the
Op en Veri�er

In this chapter I discussthe implementation of a veri�er basedon the logical
formalism developed in the precedingchapter. That formalism is abstracted
over notions of machine state and safemachine transitions, so I begin by de-
scribing a particular logical instantiation of thosenotions, and discussinghow
this relatesto intendednotionsof safety on actual machines. Next I producean
instantiation of the decoder required by the formalism. Finally in Section3.4
I describe the algorithm of the Open Veri�er. After discussingvarious issues
related to the implementation, I closethe chapter with a discussionof what is
required to trust a veri�cation producedby the Open Veri�er.

3.1 A Simple Mac hine and Safety Policy

In this section I describe a simple, generic machine in order to produce a
speci�c instantiation of the Open Veri�er framework described in Section2.6.
The programs to be veri�ed are consideredto be machine-encoded programs
in SAL, the \Simple Assembly Language",the instructions of which determine
the state transition relation of the machine. SAL was originally described in
[30] but the version I describe here is more general. In Section3.1.7 I outline
how to ascendto the veri�cation of programscompiled for actual machines.
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3.1.1 The Mac hine State

The machine state consistsof a certain number of registers and a memory. I
introducethe type val for the valuesstored in registersand memory locations,
as well as for the memory locations themselves. (In a concretemachine, val
would typically be the type of 32-bit integers.) I will assumethe existenceof
addition and subtraction operators on val ; I will usezeroas an object of val
and assumethat equality with zero is decidable.

I introducethe type memfor memory states. The type memcomesequipped
with the operators

upd : mem! val ! val ! mem

sel : mem! val ! val

where (updM A V) is the new memory resulting from a write in memory M
to addressA of value V, and (sel M A) is the value stored in addressA in
memoryM . Essentially memconsistsof partial mappingsfrom valuesto values.

For convenienceI collect the registersinto a type reg. I assumethat the
machine has somespeci�ed number N of registers; then the elements of reg
are r 1, r 2, . . . , r N . It is often convenient to treat the memory as a register
(with valuesof an unusual type); in such circumstancesI will refer to it asr M .

An element of type state is determined by N valuesof type val , one for
each register, plus a value of type memfor the memory; thus

state �= (reg ! val ) � mem:

I will usea register r as a projection function, writing (r i � ) for the contents
of register i in state � ; similarly (r M � ) is the memory of state � . I will usethe
notation

� [r i 7! vi ; r j 7! vj ; : : : ]

to indicate the state obtained by starting with � and replacing the values in
registers(or memory) r i , r j , . . . with vi , vj , . . . .

3.1.2 Mac hine Transitions

The transition relation  is determinedby what instruction is to be executed
in a givenstate. I introducethe type inst of instruction, and a function instat
such that instat � is the instruction that will be executedfrom state � .
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I will de�ne instat in terms of a speci�ed program counter register,pc, by
decoding the value in memory at the addressstored in pc:

instat � = to inst
�
sel (r M � ) (pc � )

�
;

whereto inst is the function determining the instruction encoded by a given
valueof type val (that is, a machine integer). I include an instruction invalid
to allow for the possibility that a given val may not properly encode an in-
struction.

To describe the typeof instructions, I needa type exp of expressions. These
are expressionswhich encode valuesrelative to the contents of the registers;we
can take

exp = (reg ! val ) ! val ;

although in practice the kinds of expressionsonecanmakewill bemorelimited.
I will coerceelements of type exp to functions of type state ! val , writing
(e � ) for the value of expressione in state � ; for example,we might have an
expression\ r 1 + r 2" which encodes ��: (r 1 � ) + (r 2 � ). Observe however that
expressionshave no way to refer to the memory contents; speci�c instructions
will have to be usedto accessthe memory, making it easierto describe memory
safety.

In Figure 3.1 I give the instructions as a set of constructors for the
type inst . The semantics of instructions are given by de�ning a function
n : inst ! state ! state which givesthe next state after the given instruc-
tion is executedon the given state. I will comment here that the nameijump
is mnemonicfor \indirect jump", and bnez for \branch if not equal to zero".
The (direct) jump and branch instruction are given o�sets from the current pc
to determine the jump target; for genericity I am leaving the sizesof instuc-
tions unspeci�ed, and usean assumed++ operator to determinethe location of
the next instruction in order. Observe also that the semantics of the invalid
instruction is given as an in�nite loop, but this is not particularly important;
safeprogramsmust never executeinvalid instructions.

In our current implementation, SAL usesinteger arithmetic rather than
a genuine machine arithmetic. Thus we do not correctly handle arithmetic
over
ow. There is nothing about our systemwhich makesthis impossible,but
we have not yet donethe work to incorporate it.

I can now de�ne the (not necessarilysafe)machine transitions:

� ~ � 0 ( ) � 0 = n (instat � ) �:
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set : reg ! exp ! inst

n (set r e) � = � [r P C 7! (r P C � ) + +; r 7! e � ]

read : reg ! exp ! inst

n (read r a) � = � [r P C 7! (r P C � ) + +; r 7!
�
sel (r M � ) (a � )

�
]

write : exp ! exp ! inst

n (write a e) � = � [ r P C 7! (r P C � ) + +;

r M 7!
�
upd(r M � ) (a � ) (e � )

�
]

jump : val ! inst

n (jump i) � = � [r P C 7! (r P C � ) + i ]

ijump : exp ! inst

n (ijump e) � = � [r P C 7! (e � )]

bnez : exp ! val ! inst

n (bnez e i ) � =

(
� [r P C 7! (r P C � ) + +] if (e � ) = 0;

� [r P C 7! (r P C � ) + i ] if (e � ) 6= 0

invalid : inst

n invalid � = �

Figure 3.1: SAL instructions
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3.1.3 Memory Safety

Now I will introduce a safety policy. I will use memory-safety, which is our
constant example. I assumethe existenceof a predicate addr : val ! Prop
which holdsexactly of valid memoryaddresses.Typically we assumethat there
areparticular blocks of memorythat areallocatedfor useby the program. The
exact location of theseblocks (and thus the de�nition of addr) will changefor
each executionof the program, so really we will needto usea notion of safety
which is not �xed but is parametric in such execution-speci�c values. This
is discussedfurther below; now, for simplicity, I assumesome�xed predicate
addr.

The safety policy is then that

� it is only safeto executeinstat � from � when addr(pc � );

� it is never safeto executean invalid instruction;

� an instruction read r a or write a e is safe from a state � only when
addr(a � ).

We can �nally de�ne �  � 0 to hold whenever both

� � ~ � 0, and

� the instruction instat � is safe from � according to the safety policy
above.

3.1.4 Execution Parameters

Now considera simple operating systemfor the SAL machine, which takesa
SAL program and executesit. This involves loading the code (and accompa-
nying data) of the program into memory, and setting up blocks of memory for
the program to use. In principle which blocks are available, and thus which
memory is to be consideredaddr, might vary from execution to execution of
the program. We would like to verify the program, in such a way that every
such execution is proven safe, rather than verifying a particular execution. I
will call the various values which vary from execution to execution, but are
�xed over the courseof any particular execution,execution parameters.

It is worth noting �rst how the variant information about accessiblememory
can be made available to the program itself. Consider the example of Cool
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(Section 4.1) programs running on the MIPS simulator spim. In this setting
the accessiblememoryof the program,outsideof its own data block, consistsof
a stack and a heap. The extent of the heapis given to the programin the initial
valuesof the $gp and $s7 registers,marking the �rst and last available address
in the heap, respectively. The top of the stack is passedin the $sp register,
and the stack is guaranteed to be \large enough" in someappropriate sense
(seeSection4.3). The location of the code and data is not neededdirectly, as
the program could refer to code and data by relative o�sets from the current
program counter (as indicated in Figure 3.1); in practice, labels are used(see
Section3.1.6).

I introduce the execution parametersas a component of the type state ,
additional to the registersand the memory:

state = (regs ! val ) � mem� paramsType:

The type paramsTypeis supposedto contain all of the execution-speci�c infor-
mation about how the operating systemhasset up the program for execution.
For de�nitenesswe can considerit to comprisethe following eight addressesof
type val :

code start data start heap start stack start
code end data end heap end stack end

I will use the notation (params � ) to refer to the component of � of type
paramsType.

I will take the de�nition of ~ as before, with the observation that all
transitions preserve (params� ). (Recall that  only modelstransitions during
the executionof a singleprogram;  doesnot and neednot accuratelydescribe
the return of control to the operating systemor another program.)

I can now de�ne a notion of safety relative to the executionparameters.

De�nition 3.1.1. For  : paramsType, let

codeaddr A ( ) code start  � A � code end ;

and let

addr  A ( ) : (codeaddr A) ^

(data start  � A � data end _

heap start  � A � heap end _

stack start  � A � stack end ):
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This division will be useful for the de�nition of a decoder with respect to a
global invariant that the code of the program is preserved, seeSection3.3.

The safety policy is then that

� it is only safe to execute instat � from � when addr (params � )(pc � ) or
codeaddr(params � )(pc � ); and

� it is never safeto executean invalid instruction;

� an instruction read r a or write a e is safe from a state � only when
addr(params � )(a � ) or codeaddr(params � ) (a � ).

We can �nally de�ne �  � 0 to hold whenever both

� � ~ � 0, and

� the instruction instat � is safe from � according to the safety policy
above.

Really, the execution parametersare only neededfor the formalism. For
any single particular veri�cation, the executionparameterscan be considered
as �xed logical constants, and predicates like addr can be considered�xed
particular predicates.

In our prototype implementation, the dependenceof predicateslike addr
on execution parametersof the state is suppressed,so the initial locinv will
contain apparently global assertionslike (addr data start ), and the decoder
will output local safety conditions of the form (addr A). Intuitiv ely, then,
addr is treated like somespeci�c predicate, which, in the courseof any single
execution,it is.

To connectto the formalism, in order for the locinvs to contain assumptions
about params� , we canenforcethat every locinv's existential variablescontain
an extra parameterp of typeparamsType, and the locinv's registerstate asserts
that (params� ) = p, and every occurenceof predicateslike addr is relativized
to p. Again, in the implementation we have left all of this implicit.

3.1.5 Execution Parameters and Extension Lemmas

Sinceparams � is preserved by  , any facts that hold of the initial state of
executionwill hold at any state. In particular, any facts,dependent only on the
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parameters,that the extensioncan prove from the assumptionsof the initial
locinv, can be consideredto be part of the assumptionsof any locinv. With
respect to the formalism, there are two ways to go about this. One way is to
have the extensionexplicitly carry any such facts in each locinv it produces;
they will automatically be preserved by the decoder. This can be re�ned by
having the extension de�ne somepredicate which encodes all the necessary
information about the initial state, prove various lemmasabout that predicate,
and then carry just that onepredicatein each locinv. This is doneby the Cool
extension(Section 4.2) using the hierarchyOk predicate.

It is possible,however, to usethe mechanism of the global invariant to al-
low the extension to use execution-speci�c de�nitions and lemmas. Suppose
the extensionintroducescertain facts which depend only on the executionpa-
rameters:

Lemmas: paramsType! Prop:

Supposethat the extensionis able to prove, given the initial locinv C0, that

8i:8� 0:(� 0 j= I orig
i C0) =) (Lemmas(params� 0)) :

Then we could perform the veri�cation using the global invariant

(I � ) ( ) (I orig � ) ^ (Lemmas(params� )) :

This will work soundly, but there are certain complications involved in
establishingit. In order to apply the soundnesstheorem (Theorem 2.6.11) it
is necessarythat the decoder be correct with respect to the new invariant, and
that the initial locinv still hold with respect to the new invariant. In fact, if
� j= I ^ J

i C were equivalent to (� j= I
i C) ^ (J � ), thesefacts would follow from

the fact that the new part of the invariant holds in the initial state, and that it
is automatically preserved by  (sincethe paramscomponent of the state is).

Unfortunately, the invariant is also usedin the safety claims given by C's
progresscontinuations, so this is not quite soeasy. A closeranalysisis needed
of how progresscontinuations are usedby the decoder and in the initial locinv
is needed.I will return to this in Section3.3 and Section3.4.4.

3.1.6 Lab els

Although the SAL instructions described in Figure 3.1 use direct jumps and
branches to o�sets from the current program counter, it is usually more con-
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jump : labelType ! inst

n (jump L) � = � [r P C 7! &L]

bnez : exp ! labelType ! inst

n (bnez e L) � =

(
� [r P C 7! (r P C � ) + +] if (e � ) = 0;

� [r P C 7! &L] if (e � ) 6= 0

Figure 3.2: SAL instruction, modi�ed to uselabels for direct jumps.

venient (particularly when hand-coding assembly) to use labels. This can be
doneusing the framework of executionparameters,as follows.

Assumea type labelType of labels (this is typically sometype of strings).
In the assembly program, certain lines of code are given certain labels. Then
for any particular executionof the program there is an \address-of" operator
& which mapslabelsto particular valuesof the program counter. In particular
we can re-expressthe direct jump and branch instructions to use labels; see
Figure 3.2. Formally the executionparameters(type paramsType) have to be
extendedto incorporate the labels, so that & is a function of params� . In the
�gure this is suppressed,so & (params � )L is written simply &L.

We also assumethat expressions(type exp) can refer to the & operator,
which is useful for setting the return addressbeforea function call.

In a real system, of course,all referencesto the labels are replacedwith
o�sets, so this mechanism is simply a conveniencefor the extension writer.
Currently the implementation doesverify assembly code rather than machine
code, which meansthat the assembler would have to be considereda trusted
component.

3.1.7 Veri�cation on Actual Mac hines

To verify programs compiled on an actual machine, it would be possibleto
implement the notion of state and  for the languageof that machine, and
designa decoder for that language;but for our prototype implementation, we
instead translate such programs into SAL and verify the SAL translations.
This is an assembly-to-assembly translation. I will not discussthe details of
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translation here;SAL is simpleandgenericenoughthat it is usuallynot di�cult
to seehow the translation works. Somediscussionof how to translate MIPS
and x86 code into a slightly di�erent versionof SAL can be found in [30].1

To actually believe in the safety of the original program given a veri�cation
of the SAL translation, we have to trust the translator. This meansto trust
that it is \safety-re
ecting" in the sensethat if a translation is safe(in the SAL
sense),then the original program is safe(in the original sense).I believe that
the translation processis easyto trust in general,though I leave it for future
work to spell out preciselywhat is required.

The only point which seemsto provide any trouble is the handling of the
program counter. A single MIPS or x86 instruction will in general translate
into several SAL instructions. This makes it di�cult to deal with program-
counter arithmetic in the SAL translation. The solution we have used is to
restrict the possiblevaluesof the program counter in locinvs to expressionsof
the form

code start + SAL n

for natural numbersn, where+ SAL is a special operator which is not otherwise
used in the code. The SAL instructions are laid out in order at addresses
code start + SAL 0, code start + SAL 1, . . . . If the extension tries to use a
locinv whosepc is not of this special form, the decoder will fail (or, at best,
produceoutput which requiresa proof of False).

In particular, if a program tries to do any arithmetic on the program
counter, it will translate to a SAL program which will not verify. The only
way to produce a new program counter is by going to the next instruction,
for which the decoder uses+ SAL 1, or by using the & operator to refer to an
instruction by its label.

This is a conservative approach; it doesmean that genuinely safeoriginal
programsmay translate into unveri�able SAL programs. I do not think that
many sensibleprograms(especially thoseproducedby sensiblecompilers)will
be a�ected.

Finally observe that to handle indirect jumps, the decoder may produce
locinvs with pc not of the special form; but the extensionwill have to provide

1It may be worth noting that the SAL register set can be larger than that of the actual
machine. For instance, to handle x86 condition 
ags the SAL translation treats those
ags as
registers;each arithmetic operation translates into several SAL instructions, one to perform
the arithmetic and the others to set the 
ags.
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a coverageproof from locinvs with valid pc (by using progresscontinuations,
for instance). Example are in Section4.2.2.2and Section4.4.1.

3.2 Safety Policies

In this sectionI will makea short digressionon safety policies. First I givesome
examplesof slightly more complicatedsafety policies (which are still centered
on memory safety) that could still be easily handled by our implementation.
Then I discussmore generallywhat sorts of safety policiescould be handled in
the formalism.

3.2.1 More about the SAL Safety Policy

Above in Section3.1.3I have given a straightforward safety policy for a hypo-
thetical machine using the languageSAL. In Section3.1.4,this safety policy is
modi�ed to allow for a simple operating systemwhich might set up di�erent
memory con�gurations for di�erent executionsof the program.

A usefuladdition is to allow the operating systemto provide routineswhich
the program can call. It needsto be incorporated into the safety policy that
calling the operating systemroutines is consideredto besafe,without having to
verify the code for the routines. In terms of the formalism, the transition rela-
tion  canbe augmented with special transitions for calls to trusted functions;
functions which do not return (such as safeaborts and exits) can be modelled
as automatically safein�nite loops. In terms of the veri�cation e�ort, trusted
functions can be modelled by progresscontinuations which are claimed to be
safein the initial locinv for the program. In particular, when calling a trusted
function is only to beconsideredsafeundercertain conditions, this canbemade
part of the locinv for the trusted function, as a precondition (seeSection4.4).

One interesting exampleis allocation. Above, I have modelledan operating
systemwhich suppliesa certain amount of accessiblememory to the program
at the beginning of execution, but provides no way to obtain more memory.
Insteadwe might like to usean operating systemwhich allowscalls to a routine
which may provide a new block of accessiblememory. In such a scenario,addr
can no longer consideredto be static over the execution of the program, but
must be explicitly made dependent on the state. A new component of the
state corresponding to the state of the operating systemallocator can be set
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aside, much like a new register. The progresscontinuation for the allocator
can specify that the new allocation state will maintain the accessibility of all
addresseswhich were addr beforethe allocator was called.

3.2.2 Generalizing the Safety Policy

In the formal development, I have speci�ed the safety policy via a transition
relation  on machine states. A program is consideredto be safe if every
possibleinitial state of the program can make inde�nite progressaccordingto
 . Generally,  is somesubsetof all the transitions which the machine can
make; someof the transitions areconsideredunsafe,and  is restricted sothat
unsafetransitions are forbidden.2 For example, to handle memory-safety,  
only allows transitions involving a memoryaccesswhenthe memoryconcerned
is part of someregion consideredaccessible.

Although in this thesis I only consider the application of the Open Ver-
i�er to memory safety, here I brie
y consider the question of what kinds of
safety policiescould be implemented by this formal framework. The following
de�nitions are adapted from [38]. A security policy is a predicate on sets of
executions. A program is said to satisfy a security policy (is safe) if the set
of all possibleexecutionsof the program satis�es the predicate. A security
property is a security policy that can be speci�ed by a predicateon individual
executions,wherea program is safeif each executionindividually satis�es the
predicate. Finally a safetyproperty is a security property which holdsof an ex-
ecution, only if it holds for every �nite pre�x of an execution. Safety properties
correspond to the notion of preventing \bad things" from happeningduring an
execution;onceit happens,the executioncannot later becomesafe.

The classof security policies which can be handled by the Open Veri�er
formalism, de�ning safety via a  consistingof the safesubsetof all machine
transitions ~ , essentially coincideswith the classof safety properties over ~ -

2If the set of possibly-unsafemachine transitions ~ is \functional" or \deterministic", in
the sensethat there is at most one transition from any state, then  is simply that subset
of ~ consisting of safe transitions. When, however, a single state has transitions both safe
and unsafe, then all those transitions must be forbidden by  ; since the notion of safety is
\never getting stuck", we have to ensurethat there are no  -transitions at all from a state
which may produce an unsafetransition. In such a scenarioit may be more fruitful to think
primarily of safe and unsafe states, rather than safe and unsafe transitions|if any unsafe
transition is possiblefrom a state, it can never be safeto be in that state.
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executions. Any transition relation  determines a safety property, which
holds of an execution when each transition is within  . It is only slightly
harder to translate a safety property into an appropriate transition relation.
Wecanaugment the notion of state to includea history component, a pseudo-
register which contains the executionso far. Then given a safety property S,
we can de�ne �  � 0 if and only if

(� ~ � 0) ^ 8� 00:(� ~ � 00) =)
�
S (history � 00)

�
:

3.3 The Decoder

As establishedin Theorem2.6.11,the decoder correctnessproperty is su�cien t
for soundness.Observe however that a decoder which always returns

�i:��: False ; fg

trivially satis�es the correctnessproperty. With such a decoder we have no
hope of proving the safety of a program. We needto designa decoder which
better re
ects the actual semantics of  . In fact, the intended use of the
decoder within the OpenVeri�er is to replace all reasoning about  , that is,
to encode all facts about machine transitions and the safety policy. We intend
that referenceto  needonly occur in the proof of decoder correctness,the
proof of special proof rules to be usedby the extensionto prove the covers
proof obligations, and �nally the overall proof of the soundnessof the frame-
work (Theorem 2.6.11). The untrusted extensionshould never have to reason
about  ; this requiresthat the decoder expressits local safety condition and
continuations without referenceto  . (This is not a logical requirement but
a meta-logical one about how we would like the decoder output to be repre-
sented.)

I will illustrate the intended decoder by producing a decoder for the lan-
guageof SAL and the  described in Section 3.1.4. The decoder will work
with locinvs with restricted program counters asdescribed in Section3.1.7.

The decoder will formally be consideredspeci�c to the program being veri-
�ed, though it shouldbeclearhow the implementation canprovide this decoder
parametrically for any SAL program. Supposethat the instructions of the pro-
gram are numbered 0, 1, . . . , N ; let the instructions be i 0, i1, . . . , iN . Then
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the decoder will be correct with respect to the global invariant

��: to inst (sel (r M � ) (code start + 0)) = i 0 ^

to inst (sel (r M � ) (code start + 1)) = i 1 ^

� � � ^

to inst (sel (r M � ) (code start + N )) = i N :

Call this global invariant I . Assume additionally that code end =
code start + N .

The decoder will work with � -augmented locinvs wherefor a locinv C, � C
is the type

� n : nat :(0 � n � N ) ^ 8x : C:type :
�
(pc (C:regs x )) = code start + n

�
:

That is, a � -augmented locinv is a locinv which speci�es a particular program
counter which is (provably) inside the code block. Taking such a locinv as
input, the decoder can determine,via the global invariant, what instruction is
goingto beexecuted;and then it can tailor its output basedon the instruction.

In the implementation, the extension doesn't produce the augmentation
explicitly. Instead, it producessimple locinvs which are syntactically checked
by the trusted framework. Locinvs for which the program counter of the locinv
is syntactically identical to code start + n for somen are calleddirect locinvs;
other locinvs are called indirect locinvs. Only direct locinvs are acceptedby
the trusted framework.

The terminology is motivated by direct and indirect jumps; by inspection
of the decoder de�nition given below, it should be clear that the decoder only
producesdirect locinvs,3 except in the caseof an indirect jump. When the
extension covers the decoder output after an indirect jump, it can only use
direct locinvs. This can be done either with progresscontinuations, or by a
caseanalysisover the possibleexplicit program counters which might be the
target of the indirect jump. For further discussionseeSection4.4.

In Figure 3.3 the decoder is de�ned. Recall that a (� -augmented) decoder
takesas input a � -augmented locinv, and returns a pair, consistingof an state
predicate (the local safety condition) and a list of locinvs (the possiblenext
states). The �gure shows, given the instruction to be executed,the local safety

3Program counters of the form &L for a label L can be automatically translated to the
direct form.
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Instruction P D
set r e f C with regs = � x :� [pc 7! (pc � + SAL 1);

r 7! e � ]g
read r a ��: addr(a � ) f C with regs = � x :� [pc 7! (pc � + SAL 1);

r 7!
�
sel (r M � ) (a � )

�
]g

write a e ��: addr(a � ) f C with regs = � x :� [pc 7! (pc � + SAL 1);

r M 7!
�
upd(r M � ) (a � ) (e � )

�
]g

jump L f C with regs = � x :� [pc 7! &L]g
ijump e f C with regs = � x :� [pc 7! (e � )]g

bnez e L
n

C with regs = � x :� [pc 7! (pc � + SAL 1)];

assume= � x :(e � ) = 0 ^ (C:assumex );

C with regs = � x :� [pc 7! &L];

assume= � x :(e � ) 6= 0 ^ (C:assumex )
o

invalid ��: False f g

Figure 3.3: The decoder. When the P column is left blank the local safety con-
dition is True. In the D column, \ � " is intended asshorthand for (C:regs x ).

condition P and the output continuations D in terms of the input locinv C.
This decoder usesthe SAL instructions modi�ed to uselabelsfor direct jumps,
as in Figure 3.2.

When the P column is left blank the local safety condition is True. In the
D column, \ � " is intended as shorthand for (C:regs x ). Finally, the notation
\ C with regs=. . . " is intended to represent the locinv which is obtained by
taking C and replacing its regs �eld with the given value. Observe that in no
casedoesthe decoder changethe type or progress �elds of the input locinv.

Recall the de�nition

De�nition 3.3.1. A � -augmented decoder decode satis�es the decoder cor-
rectnessproperty with invariant I i�, for any � -augmented locinv (C; t ), where
(P; D) = decode(C; t ),

8i:8�: (� j= I
i +1 C) ^ (P � ) =)

(9� 0:�  � 0) ^
�

8� 0:�  � 0 =) prog � 0 _
� _

D 2D

� 0 j= I
i D

� �
:
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That is, for any state � satisfying the input locinv C (and the global invariant
I ), if the local safety condition P holds, then progressis possiblefor at leastone
step, and the resulting state is either safe(can make inde�nite safeprogress),
or will satisfy someD 2 D (and I ), at an index one lessthan that by which
the original state satis�ed C.

Then we have

Theorem 3.3.2. The decoder decode de�ned in Figure 3.3 is correct with
respect to the global invariant I .

Proof. The proof is a straightforward caseanalysisover the instruction to be
executed,referring to the notion of  derived from Figures 3.1 and 3.2. The
witnessof the existential variablesfor the satisfaction of the output continua-
tions in D is the sameas the witnessfor the input continuation C.

One point worth noting is that the output continuations will actually be
satis�ed at index i + 1 rather than i (the \strong decoder correctness"de-
scribed in Section2.7.4). As mentioned there, the monotonicity of j= ensures
satisfaction at i as well.

The preservation of the global invariant I is handledby the fact that addr
speci�cally excludesall the addressesin the codeblock, sothe code is preserved
by all memory updatesallowed by the decoder.

Finally, recall from Section 3.1.5 that we might like to expand the global
invariant with facts, provided by the extension, which are guaranteed to be
preserved by  becausethey depend only the the execution-speci�c parame-
ters. It is not hard to seethat decode is correct with respect to any invariant
I ^ J whereJ is automatically preserved by  . This dependson the fact that
the decoder's output locinvs have the sameprogresscontinuations asthe input
locinvs; becauseof that, whenever

� j= I
i C; �  � 0; and � 0 j= I

i D;

it alsoholds that
� j= I ^ J

i C =) � 0 j= I ^ J
i D:
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3.4 The Algorithm

Having de�ned the logical notions of state ,  , and a correct decoder, it is
now possibleto put together an algorithm for program veri�cation. Recall the
soundnesstheorem

Theorem 3.4.1 (Soundness of the Op en Veri�er). Let I : state ! Prop,
and decode be a � -augmented decoder which satis�es the decoder correctness
property with invariant I . Suppose a set E of � -augmented locinvs is closed
under scanning with respect to decode and I .

Supposealsothat Ecovers I f C0g, where C0 is an initial locinv for a program
in the sensethat for any possibleinitial state � 0, � 0 j= I

i C0 for all i . Then the
program is safein the sensethat eachsuch� 0 can makeinde�nite safeprogress.

The role of the untrusted extensionis to producethe set E of locinvs, and
the necessaryproofs:

� that Ecovers I f C0g;

� that E is closed under scanning; that is, for each E 2 E, letting (P; D) =
decodeE, it is the casethat

{ 8i:8�: (� j= I
i E) =) (P � );

{ and Ecovers I D.

As will be seen, part of the production of E is handled by the trusted
framework.

3.4.1 Trusted Comp onents

The trusted Open Veri�er framework can be divided into four components:

1. the initializer;

2. the decoder;

3. the proof checker; and

4. the director.
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The initializer is responsible for producing the initial locinv C0 for the
programto be veri�ed. The decoder is simply a wrapper for the logical decoder
de�ned in Section3.3. The proof checker checks the extension'sproofs. Finally,
the director is responsible for working with the extensionand the decoder to
producethe set E and ensurethat it is closedunder scanning.

3.4.2 The Director

The heart of the Open Veri�er algorithm is a dialogue between the trusted
decoder and an untrusted extension,asshown in Figure 3.4. The decoder, given
a direct locinv, describes the conditions under which that locinv is safe (the
local safety condition P) and will create the locinvs describingthe state after
further execution (the locinvs D). The extension is responsible for knowing
why the program is safe,presumablybasedon its domain-speci�c knowledge,
e.g., the sourcelanguageand the compilation strategy. For every locinv that
is considered,the extensionmust, �rst, prove the local safety condition, and
second,prove that each of the decoder's local invariants are safe. This latter
obligation is met by providing new locinvs E over which the whole processis
repeatedand by proving that the safety of its locinvs implies the safety of the
decoder's, as Ecovers I D.

The director is responsible for coordinating the dialogue between the de-
coder and the extension,ensuringthat all factsarecheckedand that all program
paths are explored,asshown below:

director Scanned [ ] = success

director Scanned (C::ToScan) =

let (P; D) = decoder C in

let (pfP ; E; pfcovers ) = extension.scan C in

if pro ofok pfP
�
8x : C:type : (C:assumex ) ^ Lemmas=)

(P (C:regs x ))
�

and
pro ofok pfcovers (Ecovers I ^ LemmasD)

then director (C::Scanned)
�
(E n (C::Scanned)) [ ToScan

�

else failure

The director maintains two lists of direct locinvs, called Scanned and ToScan.
Initially , Scanned is empty and ToScan contains a list of locinvs which the ex-
tensioncan prove cover the initial locinv (seebelow). The veri�cation succeeds
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� � � � � � �

• instruction at locinv CC
safe if PP holds

• next locinvs ��

� �� � � � � �

	 
 � � � � �� �

trusted

untrusted

locinv
CC

• a proof of PP
• a proof that �� covers ��

next locinvs
��

�

� � � �

Figure 3.4: The Open Veri�er architecture.

if the director achievesa state whereToScan is empty. The processof \scan-
ning" a locinv involves querying the decoder and the extension,checking the
relevant proofs of the local safety condition and coverage,and adding any new
locinvs given by the extensionto the ToScan list. Observe that the extension
may wish to prove coverageusing a previously scannedlocinv (for instance,
when scanning a loop where the locinv encodes the loop invariant); in this
case,the locinv will not be scannedagain (as indicated by the removal of all
previouslyscannedlocinvs at the recursive call). In the implementation, rather
than actually comparing new locinvs with all previously scannedones,this is
handled by allowing the extension to name locinvs, and refer to previously
scannedlocinvs by name.

3.4.2.1 The Op en Veri�er Algorithm

I need to explain the use of Lemmasin the above algorithm for the director.
As discussedin Section3.1.5,we will allow the extensionto provide proofs of
lemmaswhich can be used to establish the necessaryproofs. Formally these
Lemmasare dependent on the executionparametersbut for the implementation
this dependenceis suppressedand they are treated simply as logical facts.
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For the purposesof the algorithm, the director canbe understood astaking
an extra parameter Lemmas, formally of type paramsType! Prop; and the
global invariant for the proofs is \ I ^ Lemmas", or, more precisely,

��: (I � ) ^ Lemmas(params � ) :

In the proofs of local safety conditions, Lemmasshould be understood as
(Lemmas(params(C:regs x ))). This hasthe correct formal e�ect of instantiat-
ing the lemmaswith the identical valueof paramsTypeasis usedto instantiate
any useof addr in the local safety condition.

This is all formal detail; intuitiv ely the lemmascan pretty safelybe under-
stood as global logical facts.

The completeOpen Veri�er algorithm is

let C0 = initializer () in

let (Lemmas; pfLemmas; E; pfcovers ) = extension.init C0 in

if pro ofok pfLemmas

�
8x : C0:type : (C0:assumex ) =)

Lemmas(params (C:regs x ))

�

pro ofok pfcovers (Ecovers (I ^ Lemmas) f C0g)

then director f g E

else failure

The requirements on the extensionare that it provide the two methods:

init : locinv !

(paramsType! Prop) � proof � locinv list � coverproof

and
scan : locinv ! proof � locinc list � coverproof :

For the veri�cation to succeed,the output locinvs must always bedirect locinvs,
and the proofs must be correct. For proof and coverproof seeSection3.4.3.

The soundnessof this algorithm|that a program successfullyveri�ed by it
is, in fact, safein the necessarysense|follo ws from Theorem2.6.11. The cor-
rectnessof the decoder hasalreadybeendiscussed(Section3.3). The initializer
must producean initial locinv C0 which is satis�ed by every initial state with
global invariant I ^ Lemmas|see Section3.4.4.
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The contents of Scanned upon the successfultermination of the director
algorithm form the set of locinvs which is closedunder scanning. To seethis,
takeany E 2 Scanned. At somepoint in the operation of the director algorithm,
E must havebeenat the top of the ToScan list (the C in the written algorithm).
Let (P; D) = decodeE. When E was scanned,the extensionhad to provide a
proof (pfP ) of

8x : C:type :(C:assumex ) ^ Lemmas=) (P (C:regs x ));

this implies
8i:8�: (� j= (I ^ Lemmas)

i E) =) (P � ):

Similarly the decoder must provide a set E of locinvs and a cover-
age proof pfcovers of Ecovers I ^ LemmasD. But clearly E � Scanned, so
Scannedcovers I ^ LemmasD by Lemma 2.7.8. This establishesthe Scanned is
closedunder scanningin the senseneededto useTheorem2.6.11.

For the termination of the algorithm, seeSection3.5.1.

3.4.3 The Pro of Checker

The proof checker is the component of the trusted infrastructure which checks
the proofs provided by the extension.

In the implementation of the algorithm, the various components of the
systemare not embeddedwithin the logic, but rather act upon syntactic rep-
resentationsof logical entities (terms and types). In particular, the untrusted
extension takes as input (a syntactic representation of) a proof obligation,
and produces(a syntactic representation of) a proof. The proof checker takes
the proof obligation and its purported proof (that is, their syntactic repre-
sentations) and checks that the proof indeed proves what it is supposedto.
Implicitly then, part of what we must trust about the trusted components of
the system,is that their encoding and decoding of thesesyntactic representa-
tions is faithful to the actual logical manipulations the trusted components are
supposedto perform.

I use the types proof and coverproof to refer to the proofs to be pro-
duced by the extension. The type proof refers to proofs of ordinary logi-
cal facts, encoded perhaps as natural deductions or as terms in Coq. The
type coverproof is used for proofs of locinv coverage; the notion of correct
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coverproof canbe understood asde�ned by the proof rules in Figure 2.1. Ob-
serve that coverproof dependson proof . Observealsothat no proof provided
by the extensionneedsto include explicit reasoningabout state ,  , locinv ,
j=, safe , or covers ; any such reasoningis broken down, by the structure of
the implementation and the mechanism of coverproof , into proofs of simple
logical facts.

Although in this thesis and in the prototype implementation I have made
freeuseof the full logicof the Coq system,asI discussin Section2.7.6,the proof
checker needactually only check a tiny fragment of Coq logic, corresponding
to someparticular typed �rst-order logic.

3.4.4 The Initializer

The fact that the veri�cation actually veri�es the program in questiondepends
formally on two things: �rst, that the global invariant I refers to the instruc-
tions of the program (as discussedin Section3.3); and second,that the initial
locinv C0 correctly re
ects the possibleinitial states of execution of the pro-
gram. The initializer is the component responsible for setting up the initial
locinv.

The initial locinv re
ects any guaranteesthat canbe madeabout the initial
valuesof the registersand the memory. Consideran examplesystemin which a
programis guaranteedto receivethe lowestandhighestavailableheapaddresses
in registers $gp and $s7, with the initial stack point at the highest stack
address,where furthermore a whole megabyte of stack is guaranteed to be
available. The initial locinv must include theseclaims, and also the fact that
the data segment of the program has beenloaded into memory. Formally the
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initial locinv might then have the form

C0:type = state ;

C0:regs = � x : x [$pc 7! &main;

$gp 7! heap start ;

$s7 7! heap end;

$sp 7! stack end]

C0:assume= � x :(stack end� stack start ) � (srl 1 20) ^

(sel (r M x ) data start ) = � � � ^

(sel (r M x ) (data start + 1)) = � � � ^ : : :

C0:progress = f � x :abort g

where abort is the locinv specifying any jump to & abort . The extension
can establish where addr holds by meansof its de�nition (De�nition 3.1.1).
The extensionalso needssomeway to relate labels in the assembly program
to actual locations in the data in memory; for exampleit needsaccessto such
facts as &first data label = data start . These are also included in the
assumptionsof the initial locinv.

It should be clear that such an initial locinv C0 has the desiredproperty
that 8i: � 0 j= I

i C0, for any initial state � 0. Recall from Section 3.1.5, that in
order to allow the extensionto add its Lemmasto the global invariant, the initial
statesmust satisfy the initial locinv with the global invariant I ^ Lemmas. We
must ensurethat this will hold for any Lemmasthe extensionmight supply, as
long as

8i:8� 0:(� 0 j= I
i C0) =) (Lemmas(params� 0)) :

As mentioned beforethe di�cult y liesin the progresscontinuationsof the initial
locinv. As described above, wherethe only progresscontinuation re
ects a call
to a safeabort , it is clear that the call is safefor any global invariant. This
is true for any progresscontinuation that doesn't specify somereturn to the
program.

A morecomplicatedsituation might occur in the initial locinv, if we usedit
to contain safety claims about trusted run-time functions (as discussedin Sec-
tion 3.2.1). For instance,C0 could claim that it is safeto jump to &OSFunction
as long as it is safe to continue execution from the current return address
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(perhaps also with certain extra facts corresponding to the postcondition of
OSFunction). Since the Lemmas, being dependent only on the execution pa-
rameters, are automatically preserved by  , it should be easyto argue that
the safety claim is still valid with the stronger global invariant; but I will not
discussthis more complicatedcasefurther in this thesis.

3.5 Further Implemen tation Issues

In this section I will more directly consider certain issuesarising from the
implementation of the logical formalism, rather than that formalism itself.

3.5.1 Termination

We want the veri�cation algorithm of Section3.4.2.1to always terminate with
either successor failure. This requires that the director and the extension
always terminate.

To ensurethe termination of the director (relative to that of the extension),
we can have the director keepa list of the program counters of all the direct
locinvs that it scans.Then it canterminate with failure after seeinga program
counter some�xed number of times. Sincethereareonly �nitely many program
counters in the program, this guaranteesthat the director will only scana �nite
number of locinvs.

The reasonto allow a program counter to be scannedmore than once, is
that the extensionmight traversea loop several times before�nding the correct
loop invariant (seeSection 4.2). If necessary, the system could be expanded
so that director could even query the extension, for some�nite limit on how
many times it expects to scana particular program counter.

Ensuring the termination of calls to the extensionis trickier. The extension
is provided asexecutablecode. It would be impractical to requirethe extension
to prove its own termination. We could requirethat the extensionbewritten in
somelanguage(or logic) which guaranteestermination. In practice, we think
that it will su�ce to introduce a simple timeout mechanism. This will allow
the extension writer to use any languageto produce the extension, perhaps
including techniquesor heuristics for which it would be di�cult to guarantee
termination otherwise.
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3.5.2 Memory Safety of the Extension

Sincethe extensionis provided asexecutablecode, we needto ensurethat the
extension itself is safe. In particular, a guarantee of its memory safety and
lack of side-e�ects will be neededbeforeveri�cations using it can be trusted;
otherwise,it could \cheat" by interfering with the trusted framework's memory
or with the operating system.

To prevent this, we could run the extension in a sandbox enforcedeither
by hardware mechanism or by software-fault isolation [41], and it should not
be allowed to accesssystem calls. Alternativ ely, we could require that the
extensionbe written in sometype-safelanguageor using somemechanism like
CCured [34],and compiledwith a PCC-enabledcompiler sothat a trustworthy
proof of the extension'ssafety is available.

Interestingly, wecanusethe extensionto verify itself with the OpenVeri�er.
Only while this is done we must run the extensionin a sandbox. This latter
condition ensuresthat the extensionis actually memory-safein the run in which
it is used to \pro ve" its own memory safety for all runs. After this step we
can safelyrun the extensionin the sameaddressspaceas the rest of the Open
Veri�er. This providesa way to bootstrap the processsothat we incur the cost
of the sandbox only onceduring a con�guration phase.

3.5.3 Annotations

We want to allow the extensionto require certain extra information about the
programsit veri�es. Perhapsthe extensionis gearedto work with a certifying
compiler which can supply such information. For example, it may be that
the extensioncannot, or can only with di�cult y, determinethe intended types
of function arguments from the compiled code; but that this information is
immediately available from the sourcecode. In such a situation the extension
might only work with a compiler which suppliesinformation about the types
of functions.

Wecall such additional information annotations. It is not terribly important
the mechanismby which the annotationsaremadeavailable to the extension;it
could be sent in a separate�le, for instance. In our prototype implementation,
the annotations are sent as comments in the assembly code of the program.

In the extremecase,onecould write an extensionwhich doesno more than
follow a recipe for veri�cation provided as annotations, with each proof to be
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given being supplied. This extensionmakes the Open Veri�er an instanceof
proof-carrying code.

3.6 What Do We Trust?

Certain aspectsof this questionare commonto any veri�er or PCC implemen-
tation. In particular, it is always necessaryto trust that one's abstraction is
su�cien t to correctly represent the semantics of the machine and safety policy;
that the programto be veri�ed is correctly translated into the abstraction; and
that the proof checker is correct. Of course,how di�cult it is to trust these
things will depend on the particulars of the abstraction and the logic.

In terms of the Open Veri�er, it is necessaryto trust:

� that the notionsof state and  correctly represent the intendedmachine
semantics and safety policy;

� that the initializer producesan initial locinv which correctly represents
the possibleinitial statesof the program to be veri�ed; and

� that the proof checker is correect.

Since the Open Veri�er does not produce a single veri�cation proof and
then check it, but rather breaksdown the veri�cation into small stepsprovided
by the extension,we alsoneedto trust thosetrusted components:

� that the decoder, as an implemented pieceof executablecode, correctly
performs the functions of a correct decoder in the senseof the logical
formalism; and

� that the director correctly managesall of the proofs provided by the
decoder in such a way that they could all be put together into a complete
veri�cation.

In particular, we needto trust the way in which thesecomponents work with
syntactic representations of complex logical notions such as locinvs; that they
correctly re
ect the actual logical facts. Also,

� in order not to trust the extension,weneedto trust the mechanismwhich
establishesthe memorysafety of the extension,or prevents a lack of safety
from a�ecting the veri�cation.
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Finally, there are someissueswhich arise as a result of the particular way
in which we have implemented the Open Veri�er:

� Sincewe verify SAL programs rather than programs in actual machine
languages,we needto trust the SAL translator; in particular, that any
real program which translates into a safeSAL program is, in fact, safe.

� Sincewe verify assembly coderather than machine code,we needto trust
the assembler/disassembler.

Theseissuesare discussedfurther in Chapter 5.
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Chapter 4

Extensions

In this chapter I discussextensionsfor the Open Veri�er. The main focus
of this thesis is on the structure of the Open Veri�er, not the building of any
particular extension. However, it is important to demonstratethat extensions
canbe written with reasonablee�ort which apply to interestingprograms. I do
this by example,by developing an extensionfor the object-oriented language
Cool. I begin by introducing the languageand its type system, in particular
the low-level type system which can be used to describe the assembly code
producedby the coolc compiler. Then I describe the processby which we can
produce an extensionwhich veri�es such code, starting with a \conventional
veri�er" which works much like a bytecode veri�er, and building up in layers
somethingwhich can be checked by the Open Veri�er framework.

The discussionof Cool, the typesystemof compiledCool code,and the Cool
extensionis not intendedto becompletein detail. Readersmay bereassuredto
remember that, from the standpoint of soundness,it doesnot matter whether
the Cool extension re
ects an accurate and complete understanding of the
Cool type systemand its compiler. Becauseof the Open Veri�er framework,
any programswe are able to verify with the Cool extensionare memory-safe.
It is provided as executablecode and can usewhatever heuristics it likes; we
do not needto verify anything about the extensionitself.

Finally I include a discussionof handling of certain software conventions,
the stack and function calls, which can be used in a modular way by other
extensionsas well.
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4.1 Cool

In this sectionI discussthe structure of compiledprogramsin Cool, the Class-
room Object-Oriented Language[3]. Cool is generallya subsetof Java (with
one interesting exception being the SELFTYPEconstruct). Cool is used to
teach one-semestercompiler classesat the University of California, Berkeley.
We choseCool as the initial demonstration languagefor our experiments be-
causeit is relatively simple, and we already have compilersand test programs
available. Furthermore, we eventually intend to encouragethe students who
develop compilersfor Cool to usethe code veri�er for quickly discovering bugs
in their compilers,a strategy that has proved very e�ective in larger compiler
projects [11].

4.1.1 Programs in Cool

A Cool program consistsof a list of classde�nitions, each specifying:

� the nameof the class;

� what classit inherits from (defaulting to the built-in classObject );

� the attributes of the class,speci�ed by declaringtheir types,and option-
ally giving an expressionwith which the attribute is initialized in every
new object of the class;and

� the methods of the class,speci�ed by declaring the namesand types of
the formal parameters,the return type, and the code to be executedon
method dispatch.

The Cool program begins execution by creating a new object of classMain
and dispatching to its method main; thesede�nitions must be suppliedby the
programmer.

A classspeci�es a list of attributes and a list of methods. Attributes, the
dynamic data associated with an object of a class,always have local scope;
methods always have global scope. Method dispatch has a pass-by-value se-
mantics.

The Cool languageis type-safe,with classesand typescoinciding. All val-
uesaremembersof someclass.Cool supports singleinheritance,with the class
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hierarchy rooted at the built-in classObject ; subtyping is given by the inher-
itance hierarchy. A case expressionallows branching on the dynamic type of
an object.

In addition to Object Cool suppliesfour other built-in classes:IO (which
suppliesmethods useful for input and output), and the three \basic classes"
Int , Bool, and String . Except for objectsof the basicclasses,any uninitialized
object has the special value void ; an isvoid operator is provided to test for
this value. The three basicclasseshave specialdefault valueswhich correspond
to 0, false,and the empty string, respectively; thesevaluesarenot primitiv ebut
objects like any other. An equality operator can test whether objects of basic
classeshave the samevalue; on all other classesequality is pointer-equality.
User-de�ned classesmay not inherit from the basicclasses.The newoperator
takesthe nameof a classand producesa new initialized object of that class.

A special identi�er self allows the programmerto referencethe object on
which the current method is operating. A special type SELFTYPEallows the
programmer to referencethe dynamic type of the self object. The use of
SELFTYPEis restricted to the return typesof methods, the declaredtypesof
attributes, and the expressionnew SELFTYPE.1

The Cool languageis very similar to Java, and I will not go into further
detail here,exceptasneededto provide examplesof veri�cations. For a detailed
description of Cool's syntax, type-checking and operational semantics, see[3].

4.1.2 Compiling Cool

In order to design an extension to verify compiled Cool, it is necessaryto
study the structure of the compiledcode. The standard Cool compiler, coolc ,
producesMIPS code, to be run on the MIPS emulator spim [21]. Run-time
functions and methods are in a hand-codedMIPS assembly �le trap.handler .
Theseinclude functions to be usedin compiledcode, such asthe equality tests
on basic classes,and run-time errors such as dispatching or caseanalysison
void ; and alsothe methods of the built-in classes,notably Object.copy which
is also used to allocate new objects. The implementation of Object.copy
includescalls to a generationalgarbagecollector.

The layout of a Cool object in memory is asfollows; the o�sets are in bytes.

1SELFTYPEmay also be used in let . . . in expressions,which do not add any particular
challengeto the veri�cation process,and will not be discussedfurther here.
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o�set � 4 Garbagecollector eyecatcher
o�set 0 Classtag
o�set 4 Object size(in 32-bit words)
o�set 8 Dispatch pointer
o�set 12.. . Attributes

The garbagecollector \eyecatcher" always has the value � 1. The class
tag is an integer sharedby all objects of the samedynamic type, used most
importantly by the case statements to perform branching on the dynamic type
of an object. The object size,which doesnot include the eyecatcher, is used
only by the allocator Object.copy . The dispatch pointer holds the location
of a table with pointers to each of the object's methods. This dispatch table
is simply a list of the code locations for each method, the �rst at o�set 0,
the secondat o�set 4, etc. Dynamic dispatch is handled by ensuring that all
ancestorsof a classC have the methods originally de�ned by C at the same
o�sets. So for example,if C has method foo at o�set 12, then any subclassD
will have its method foo at o�set 12|either the original C.foo if the method
was not overridden, or the new D.foo otherwise.

For each classC including the built-in classes,the compiled program will
include in its static data an object C protObj and somecode C init . The
object C protObj is a skeleton object of class C with the correct class tag,
object size, and dispatch pointer (to the dispatch table stored at the label
C dispTab). The code C init is a function which takes an object of classC,
whoselocation is given by the contents of the $a0 register on function entry,
and performs the attribute initializations de�ned by C and all of C's parent
classes.

The new C operation is compiled by calling the run-time Object.copy
method on C protObj , and then calling C init . Finally, new SELFTYPEis
handledby looking up the correct protObj and init in a table indexedby the
classtag of the current self . This table is stored at label class objTab, and
storesa pointer to C protObj at o�set 8 times the classtag of classC, and a
pointer to C init at o�set 4 more than that.

More detail on Cool's run-time functions and methods, and how they inter-
act with the compiledcode, can be found in [2].
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4.1.3 Verifying Cool

Now I will look at how to verify the memory-safety of compiledCool programs.
To start I will discussan approach to writing a veri�er independently of the
Open Veri�er framework; this \conventional veri�er" will then be adapted to
the framework by adding the appropriate elements.

We present the behavior of our conventional Cool veri�er by example,using
the following fragment of a Cool program2:

class S f // A \sequence" class
S next() f : : : g // Iterator method

g
class R extends S f

S next() f : : : g

void scan() f // Scan the sequence
S x = self;
do f x = x.next(); g while (x != null)

g
g

Weassumethat our compilerandSAL translator transform the body of method
R.scan into the SAL code as shown in Figure 4.1. We elide the function
prologueand epilogue. Note that Lnull labels a fragment of code that issuesa
null pointer exceptionand Ldone labels the top of the epilogue(neither shown
here). The notation r x denotesa register name. For clarity, we have used
subscriptson the registernamesaccordingto the sourcevariable to which they
correspond (e.g., r x correspondsto x) or to which role they play (e.g., ra holds
the return address,r arg0

holds the �rst argument of a function, and r r et holds
the return value of a just-returned function).

The self argument is passedin the r arg0
register. The instructions in

lines 3{9 implement the method dispatch x.next , consisting of a null check
(line 3), fetching of the pointer to the dispatch table (line 4), fetching of the
pointer to the method (line 5), setting the self argument and the return
address(lines 6{7), and �nally the indirect jump in line 8. This particular

2This example actually usesJava syntax, modi�ed to use Cool's self instead of Java's
this .
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1 R.scan: set r x r arg0

2 Loop:
3 bnez (r x = 0) Lnull

4 read r t (r x + 8)
5 read r t (r t + 4)
6 set r arg0

r x

7 set ra &Lret

8 ijump r t

9 Lret :
10 bnez (r r et = 0) Ldone

11 set r x r r et

12 jump Loop

Figure 4.1: Assembly languageversionof the example.

compilation assumesthat the pointer to method next is at o�set 4 in the
tables for classesS and R.

Our approach to writing a Cool veri�er is following the model of the Java
or MSIL bytecode veri�ers: perform abstract interpretation of the code to �nd,
for each program point, an approximation of the dynamic type of the contents
of each variable [23]. The abstract state is a mapping of local variables to
typesin the classhierarchy. Method signaturesgive the initial abstraction for
the method entry point. At each step through the code, the abstract state is
updated to re
ect the e�ect of the given instruction on the typesof the vari-
ables. Bodiesof loopsmight have to be scannedseveral times if the interpreter
discovers that it needsto relax the abstract state on loop entry.

Consider, for example, the code in Figure 4.1, assumingfor the moment
that the code fragment in lines 3{9 is treated atomically as a virtual method
dispatch to method next in classS and with argument x|this assumption
re
ects how veri�cation would be donein the JVML or MSIL wherethere are
specializedbytecodesfor various kinds of calls.

In Figure 4.2, we show the abstract state at each program point right-
justi�ed and boxed, using the notation r arg0

: R to say that the dynamic type
of r arg0

is a subtype of R. The abstract interpreter starts with the assumption
that r arg0

has type R, given by the signature of method R.scan. After it sees
the assignment in line 1, the abstract state re
ects that r x also has type R.
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Sincewe are treating lines3{9 atomically, ignorethe abstract state annotations
markedwith � for now. BecauseR is a subtype of S, the veri�er typechecks the
virtual call and addsthe assumptionthat after line 8 the return value(assumed
to be in r r et) has type S. The interesting point is that after the assignment in
line 11, the abstract state of r x changesto S. This in turn meansthat when
the abstract interpreter reaches the start of the loop, it will have to join the
abstract states after lines 1 and 11 to concludethat r x : S after line 2. The
abstract interpreter continuesto scanthe loop body until it reachesa �xp oint.
Figure 4.2 shows the abstract state after the �rst passthrough the loop, not
at the �xp oint.

Wenow turn our attention to how our veri�er cancheck the implementation
of the virtual method dispatch. The veri�er recognizesthe null check, and it
remembers in its abstract state that r x is not null after the check. It then
recognizesthat readingfrom o�set 8 into an object r x yields the dispatch table
of that object. We use the dependent type dispatchPtr r x to encode this
property. (Note that it is not su�cien t to remember that the dispatch table
belongsto an object of static type R becausethat would allow the fetching
of the method pointer from an object whosedynamic type is di�erent from
that of the self parameter.) Then the veri�er recognizesthat we are fetching
in r t the pointer to the method at o�set 4 in the table of r x , as encoded by
methodr x 4. In the next line, the veri�er remembers in its abstract state not
only the type of the argument, but its value as well.

All of thesestepscollect as part of the abstract state enoughinformation
that the indirect jump instruction on line 8 can be veri�ed, as follows. Since
r t : methodr x 4 and r x : R, the veri�er canconsult the metadataaccompanying
the compiledcode to �nd that a method next is being called. Sincer arg0

= r x ,
we can check that the self argument is equal to the object that was used
to resolve the method. Additionally , the veri�er must check that the return
addressis correctly set and then continues the abstract interpretation of the
code.

Oneimportant observation about verifying compiledcodeis that it is helpful
to expand the notion of types beyond the programmer-level types. Thus, in
addition to the types of classes,we now have the type of a dispatch table of
an object, and the type of a method of an object at a particular o�set. Other
compiled-code-level typesuseful in verifying Cool include: the classtag of an
object, the init method of the dynamic type of an object, etc. It is alsouseful
to include pointer types,so that for instancewe can say that if r x is an object
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r arg0
: R

1 R.scan: set r x r arg0

r x : R; r arg0
: R

2 Loop:
3 bnez (r x = 0) Lnull

r x 6= 0; r x : R; r arg0
: R �

4 read r t (r x + 8)
r t : dispatchPtr r x ; r x 6= 0; r x : R; r arg0

: R �
5 read r t (r t + 4)

r t : methodr x 4; r x 6= 0; r x : R; r arg0
: R �

6 set r arg0
r x

r arg0
= r x ;

r t : methodr x 4; r x 6= 0; r x : R
�

7 set ra &Lret

ra = &Lret ; r arg0
= r x ;

r t : methodr x 4; r x 6= 0; r x : R
�

8 ijump r t

r r et : S;r x 6= 0; r x : R
9 Lret :

10 bnez (r r et = 0) Ldone

11 set r x r r et

r x : S;r r et 6= 0; r r et : S
12 jump Loop

Figure 4.2: Veri�cation of the exampleby abstract interpretation. (The states
marked� areintermediatestagesof verifying the method dispatch, which would
be treated atomically in most bytecode languages.)
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of a classwith a �eld of type T at o�set 12, then r x + 12 has type ptr T.
In the next section,I discusshow we can turn this veri�er into an untrusted

veri�er for usein the Open Veri�er architecture.

4.2 The Cool Extension

In this sectionI will discusshow to take the standaloneCool veri�er described
above, and build on top of it a Cool extension to work in the Open Veri�er
framework. This discussionis meant to describe a prototypical technique for
building extensions: start with a \conventional veri�er" which performs ab-
stract interpretation on the code of interest, after the fashionof Java bytecode
veri�ers; then usethe methods outlined in this sectionto add the extra infor-
mation necessaryfor packaging as an extension.

In real veri�cations the Cool extensionmust deal constantly with the con-
ventions of the stack and function calls; in this section,I will mostly suppress
such considerations,and will discussgeneralways in which any extensionmight
handle theseissuesin Section4.3 and Section4.4.

Generally a conventional veri�er works by establishingsomeabstract state
(like a typing state) at each program point. Consider the tasks which a con-
ventional veri�er must perform:

1. to parseeach instruction in the code;

2. to check that the abstract state beforean instruction is strong enoughto
ensuresafeexecutionof the instruction;

3. to adjust the internal abstract state accordingto the semantics of each
instruction, and to �nd the successorsof an instruction; and

4. to scan the code until all instructions have been veri�ed and until the
abstract state beforean instruction is \w eaker" than that establishedby
all its predecessors.

The �rst task, of parsing the instructions, is left entirely to the trusted frame-
work. The last task, of ensuringthat the veri�cation processcomplete,is also
the task of the trusted framework (in fact, of the director module). The middle
two tasks are the interesting onesfrom the standpoint of developing an exten-
sion. Each operateslocally, one instruction at a time. Both the extensionand
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the decoder will perform thesetasks,with the extension'sresultsbeingchecked
against the decoder's requirement.

In e�ect, then, the role of the extensionis to take the results of of the con-
ventional veri�er, and packagethem in a way that the decoder canunderstand,
together with a proof that the results are correct. In particular, the extension
must take the conventional veri�er's checks of memory safety and produce a
proof of memory safety; and the extension must take the conventional veri-
�er's successorabstract statesand producea proof (in fact, a coverageproof)
that they follow according to the (decoder-given) semantics of the executed
instruction.

This will require, in particular, that the abstract state be described via
logical predicateswhich are de�ned in such a way that these proofs can be
constructed. In fact, just to beput in a form which the decoder canunderstand,
each abstract state must be packagedas a locinv.

Recall now the interface to be exported by the extension:

init : locinv !

(paramsType! Prop) � proof � locinv list � coverproof

and
scan : locinv ! proof � locinv list � coverproof :

The behavior discussedherecorrespondsto the scan method, though I will
alsobring in the Lemmasto be producedby init . For the initial coverageproof
seeSection4.2.3.1.

4.2.1 Lo cal In varian ts for Cool

To createlocinvs corresponding to the state of the Cool veri�er, we must inter-
pret the variousfeaturesof the abstract state in logic. This is the most di�cult
part of building the extension. It requiresobservingand making explicit the
invariants that are implicit in the behavior of the conventional veri�er, and
de�ning in the logic of locinvs those invariants and all the typing and other
assertionsmadein the abstract states.

Finding the correct de�nitions is, as is often the casein logic, a matter of
balance.On the onehand the de�nitions needto be strong enoughsothat the
invariants and typing assertionsentail enoughto prove memory safety and the
preservation of the invariants. On the other hand, the de�nitions needto be
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weak enoughso that the invariants can be establishedto hold on the initial
state of execution(seeSection4.2.3.1). In practice we have found it useful to
begin with only a rough idea of the invariants, and then to start in directly on
the lemmaswhich needto hold for all the program instructions to be handled
in the desiredway. Then, the de�nitions of the invariants and other assertions
canbe re�ned in order that the lemmasbecomeprovable,while trying to retain
the provabilit y of the initial state.

4.2.1.1 Handling Recursiv e T yp es

An important early considerationhas to be the handling of recursive types.
How can we expressrecursive Cool classesin the (limited) logic of locinvs?
Other approachesto recursive typesin foundational proof-carrying code, such
as described in [6], have relied on an extensional notion of types.3 By this I
meande�ning the typing predicate in such a way that any block of data with
the correct internal structure will have a given type|so for instance,even if a
sequenceof words from the compiledcode of a function happensto \lo ok like"
an object of classC, the typing predicate would in fact considerthat location
in the code to be an object of classC.

In contrast, I will hereadvocate the useof an intensional notion of types.
In practice, programswill tend usesomedata asa valueof a certain type, only
if the data was explicitly set up to be of that type (or of a type which coerces
to it). For instance,in Cool, a location in memorywill be consideredan object
of classC, only if that location is static object of classCin the data block of the
program; or wasallocatedassuch by useof new C(or new Dfor somesubclass
of C); or by useof new SELFTYPEin a context whereself has dynamic type
somesubclassof C; or elseby a call to Object.copy from an object of some
subclassof C. In fact, sincethe newexpressionsare implemented by the coolc
compiler ascalls to Object.copy , we can simplify and say that objects of class
C are only the static objects and those arising from the useof Object.copy .
Other objects do not happen accidentally.

The formalization of extensionalrecursive typesis rather di�cult. In fact,
the authors of [5] had thought (prior to the work of [6]) that it would require
formalizing substantial amounts of the mathematics of computability theory
and the theory of complete metric spaces! The formalization of intensional

3More recently , that group hasmoved toward incorporating intensional aspects to handle
mutable types[1].
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recursive typesis much simpler, as I will show. It is true that by restricting to
intensionalrecursive typesoneis restricting the domain of programswhich will
be consideredtype-safe(and thus memory-safe).It seemslikely, however, that
oneis not losingany \reasonable"programs,especially not programsproduced
by \reasonable" compilers.

Becauseof Cool's useof Object.copy , it is very easyto recognizeat what
points in the compiledcodethe intensionalallocation state might change.With
other languagesand compilers this might be harder; it is not yet clear how
di�cult it will be to adapt a compiler for a languagelike OCaml so that it
indicateswhereall allocations of objects of recursive type occur.

4.2.1.2 The Cool T yping Predicate

The most important predicateusedby the Cool extensionwill be the hasType
predicate, which holds of a val and a coolType, which latter is an inductive
type to be de�ned by the extension. However hasType will also have other
parameters. First, typing clearly depends on the particular class structure
usedin a given program: the inheritancehierarchy, the typesand o�sets of the
attributes of each class,the location of the static objects in the data block of
the program, etc. Using the framework of initial-state lemmasas discussedin
Section3.1.5,the extensioncould de�ne a di�erent hasTypefor each program,
and prove the necessarylemmasabout each particular hasTypeeach time. To
simplify the current discussion,I will assumea single hasType parametrized
over a predicate, denotedby H, of the inductive type hierarchyType . Then
the lemmaswill be proven to hold parametrically in any H which meetscertain
properties. The extensionwill have to de�ne H and prove those properties as
part of the initial coverageproof for each particular program.

In order to implement the intensional recursive types as discussedabove,
hasTypeand other typeswill dependon another parameter,calledAlloc, of the
extension-suppliedtype allocType . Valuesof type allocType are association
lists associating locationsin memory to classes.At any point in execution(and
for every locinv the extensionwill consider),there is a particular Alloc of type
allocType describing the actual (intensional) state of the memory, including
the static objects supplied with the program and all objects since allocated
by Object.copy . Each locinv produced by the Cool extension will include
an existential variable Alloc, and all the typing assertionsin the assumptions
of the locinv will use that Alloc as a parameter. The only points in a Cool
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program where the allocation state changesis at calls to Object.copy ; see
Section4.2.3.2.

We can now present an exampleof part of the de�nition of hasType:

hasTypeH Alloc A (class C) ( )

A = 0 _

(A; C) 2 Alloc _

9D:(subtypeH (class D) (class C)) ^ (A; D) 2 Alloc:

Here, class is the type constructor for non-basic classes|the basic classes,
which do not include the null value, require a di�erent de�nition. The pred-
icate subtype is the subtyping relation which, as indicated, depends on the
information contained in the hierarchy data structure H . Essentially the de�-
nition fragment statesthat A is an object of classC if and only if A is null, or
A hasbeenexplicitly allocated as a type of classC or somesubclass.

4.2.1.3 In varian ts

Observe that the decoder and the rest of the trusted infrastructure of the
Open Veri�er has no notion of the \correct" allocation state at a given point
in the execution,and sono way of checking whether the extensionhasset it up
correctly. The point is, of course,that the extensionneedn't set it up correctly,
as long as it has the correct properties with respect to what it implies about
memory safety. From the standpoint of soundness,it is perfectly acceptable
for the extension to use an allocation state or even classhierarchy that has
nothing to do with the program in question, as long as it (veri�ably) has the
samememory-safety properties. Of course,from the standpoint of creating an
extension which can reliably verify Cool programs, it is usually more useful
to think of the Alloc as being the actual one re
ected by the executionof the
program.

The extensiondoesneedto communicate that the Alloc and other parame-
ters in usedo have sensibleproperties. For this purposeeach locinv will include
amongits assumptionscertain invariants. The �rst is

(hierarchyOk H )

which statesthat the various information about the classstructure of the pro-
gram has all the consistencyproperties that will be needed. This includes a
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rangeof claimssuch asthat static objects do not overlap, and that the subclass
relation is single-inheritance.

The secondis
(allocOk H Alloc)

which states that the allocation state is consistent (with respect to the class
hierarchy). This includessuch claims as that the allocation state includesall
the static objects from H , and that the various areassupposedlyallocated do
not overlap. Crucially, this invariant includes the claims that all addresses
supposedlyinsideof allocatedobjects accordingto Alloc are, in fact, accessible
addresses.This is the link with memory-safety and the proof obligationswhich
will be generatedby the decoder.

Finally, and most importantly, is the invariant

(memOkH Alloc M ):

This holds of a memory M . It is here that the extension �nally claims that
H and Alloc re
ect somethingabout the actual state of the machine, because
the M usedwill be the value claimed for the contents of the memory in the
regs of each locinv. This invariant makes such claims as that if a classC
has (according to H ) an attribute of type D at o�set OFF, and (x; C0) 2
Alloc for somesubclassC0 of C, then either (sel M (x + OFF)) is null, or
(sel M (x + OFF); D 0) 2 Alloc for somesubclassD 0 of D.

In practice, the extensionalways maintains Alloc and even M asexistential
variables. All that matters is that they satisfy the invariants; apart from that
the particular values can be forgotten. The same could be done with the
hierarchy H , but in practice it is helpful to maintain H explicitly, as then the
extension'stheorem prover can work with the H to derive neededfacts, e.g.
the typesof attributes at various o�sets, or the subtyping relation.

4.2.1.4 The Form of Cool's Lo cal In varian ts

I cannow describehow the Cool extensionusesthe conventional Cool veri�er to
producenewlocinvs by a translation of the conventional Cool veri�er's abstract
state. For example, consider the conventional Cool veri�er state before the
execution of line 1 in Figure 4.2, r arg0

: R . This translates to the following
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local invariant.

��: 9Alloc; Alloc0 : allocType :

(pc � ) = 1 ^

(hierarchyOk H ) ^

(allocOk H Alloc) ^

(Alloc0 � Alloc) ^

(memOkH Alloc (r M � )) ^

(hasTypeAlloc (r arg0
� ) (class R))

For convenienceI usethe state predicate form to write the locinv; this can be
easily translated to the usual form by replacingall referencesto registerswith
existential variables.4 H is usedhere not as an existential variable, but as a
stand-in for the explicit hierarchy value for the program.

The existential variable Alloc0 is used to represent the allocation state at
function start; it alsoappearsin a progresscontinuation usedto handlefunction
return, which I haveomitted here. Essentially , every function call maintains the
postcondition that the allocation state at function return extendsthe allocation
stateat function call; this allowsthe calleeto ensurethat typesarepreservedby
the function call even though the allocation state may have changed.Function
calls are discussedin Section4.4.

4.2.2 Pro ofs for Cool

Besidespackaging the coventional veri�er state as a local invariant, the Cool
extensionmust produce the proofs required by the decoder, �rst to establish
the local safety conditions at each potentially unsafeinstruction, and second
to establish(by coverageof the decoder's continuations) that the conventional
veri�er's state transitions do in fact follow from the semantics of the instructions
executed.

I will �rst discusssomeof the engineeringaspectsof proof production, from
our implementation of the Open Veri�er. All of the proofs to be produced

4For practical reasons,in the implementation it is useful to ensurethat claims of equality
between registers are represented by having the same existential variable for each, rather
than intro ducing an equality assertion into the assumptions. This is becausethe Prolog
interpreter Kettle, which we use to establish proofs, deals better with identit y than with
provable equality.
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as answers to the decoder's results are obtained via an untrusted theorem
prover. We usea proof-generatingProlog interpreter called Kettle. After the
translation of the conventional veri�er's abstract states into locinvs, the next
largepieceof work is creating the lemmas,which are the Prolog program rules,
to be used by Kettle to produce the proofs. (Recall that even the coverage
proofs can be broken down into �rst-order proof obligations by meansof the
covers proof rules of Figure 2.1.)

As mentioned above, we have found it usefulto start with the lemmas/rules
which are neededto prove the proof obligations that occur when verifying
sample Cool programs. Only after getting a good senseof the lemmas do
we then completethe de�nitions of the typing predicates,invariants, and other
assertionsused. In any case,it is important to note that during the instruction-
by-instruction veri�cation, the Cool extensionnever needsto refer back to the
de�nitions themselves;the lemmassu�ce for all the proof obligations occuring
in this stage.

It can then be considereda separatetask to actually producethe proofs of
the lemmas. The lemmasand their proofs are available asa Coq script.

Now I will show by examplethe useof the lemmas,in the veri�cation of a
memory load and the indirect jump from the examplegiven in Figure 4.1. I
useC for the input locinv (scannedby the decoder and the extension),P for
the local safety condition, D for the list of the decoder's locinvs, and E is the
list of the extension'slocinvs. In each of the following examples,we give one
step of the director algorithm.

4.2.2.1 Memory Read

Consider the scanning of the memory read on line 5. Its safety is veri�ed
basedon the fact that the contents of a dispatch table is accessiblememory.
Additionally , we check that the conventional veri�er's state after the load, as
expressedby the Cool extension,is an accuratedescription of the state:
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5 read r t (r t + 4)

C: (pc = 5) ^ (allocOk Alloc) ^ (memOkAlloc r M ) ^
(hasTypeAlloc r t (dispatchPtr r x )) ^
(r x 6= 0) ^ (hasTypeAlloc r x (class R)) ^
(hasTypeAlloc r ar g0 (class R))

P: (addr(r t + 4))
D: f Dg whereD = 9t : val :

(pc = 6) ^ (r t = (sel r M (t + 4))) ^
(allocOk Alloc) ^ (memOkAlloc r M ) ^
(hasTypeAlloc t (dispatchPtr r x )) ^
(r x 6= 0) ^ (hasTypeAlloc r x (class R)) ^
(hasTypeAlloc r ar g0 (class R))

E: f Eg whereE =
(pc = 6) ^ (allocOk Alloc) ^ (memOkAlloc r M ) ^
(hasTypeAlloc r t (methodr x 4)) ^
(r x 6= 0) ^ (hasTypeAlloc r x (class R)) ^
(hasTypeAlloc r ar g0 (class R))

The extensionmust provide a proof of the local safety condition showing
8� : state : (C � ) =) (P � ), which is done by using the following lemma,
written as an inferencerule:

(allocOk Alloc);

(hasTypeAlloc A1 (dispatchPtr A2)) ;

(hasTypeAlloc A2 (class T));

(hasMethAtT o� )
(addr(A1 + o� ))

with (r M � ) for M , (r t � ) for A1, (r x � ) for A2, 4 for o� , and R for T. Note
that hasMethAt is also implicitly parameterizedby the hierarchy H . Provided
that classT has a method at o�set o� in its dispatch table in hierarchy H ,
(hasMethAtH T o� ) can be deducedfrom the structure of H .

The Cool extensionis alsorequiredto give the coverageproof (i.e., a proof of
Ecovers D). We areomitting hereconsiderationsof progresscontinuations, so
this amounts to showing 8�: (D � ) =) (E � ). The only non-trivial assertion
to be shown is (hasType Alloc r t (method r x 4)), which is shown using the
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following lemma:

(memOkAlloc M );

(hasTypeAlloc A1 (dispatchPtr A2)) ;

(hasTypeAlloc A2 (class T));

(hasMethAtT o� )
(hasTypeAlloc (sel M (a1 + o� )) (methoda2 o� ))

with (r M � ) for M , t for A1, (r x � ) for A2, 4 for o� , and R for T, along with
the key assumptionthat (r t � ) = (sel r M (t + 4)) from the decoder's locinv D.
Note that the above lemma has the form of a typing rule, and in fact, it can
be viewed aspart of the encoding of the Cool type system.

4.2.2.2 Dynamic Dispatc h

Consider the scanningof the method dispatch on line 8. There are two chal-
lengeshere. First, the extensionmust replacethe indirect local invariant pro-
ducedby the decoder with the list of direct local invariants that correspond to
the methods that could possiblybe invoked. This replacement must be accom-
panied by a corresponding coverageproof. Second,the coverageproof must
alsoarguethat the continuation for returning safelyin each of the replacement
direct invariants is itself covered by the invariant for the instruction following
the call. This latter requirement is essentially similar to the situation with
ordinary function calls, which are discussedfurther in Section4.4.

We considerthe dispatch on the seconditeration of the veri�er through the
loop when the static type of r x is assumedto be S.
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8 ijump r t

C: (pc = 8) ^ (ra = &Lret ) ^ (allocOk Alloc) ^ (memOkAlloc r M ) ^
(r arg0

= r x ) ^ (hasTypeAlloc r t (methodr x 4)) ^
(r x 6= 0) ^ (hasTypeAlloc r x (class S))

P: true
D: f Dg whereD =

(pc = r t ) ^ (ra = &Lret ) ^ (allocOk Alloc) ^ (memOkAlloc r M ) ^
(r arg0

= r x ) ^ (hasTypeAlloc r t (methodr x 4)) ^
(r x 6= 0) ^ (hasTypeAlloc r x (class S))

E: f E; I R.next ; I S.next g where
E = (pc = 9) ^ (allocOk Alloc) ^ (memOkAlloc r M ) ^

(hasTypeAlloc r r et (class S))
(r x 6= 0) ^ (hasTypeAlloc r x (class S))

I R.next = (pc = &R.next ) ^ (hasTypeAlloc r ar g0 (class R)) ^
(allocOk Alloc) ^ (memOkAlloc r M ) ^ (r arg0

6= 0)
I S.next = (pc = &S.next ) ^ (hasTypeAlloc r ar g0 (class S)) ^

(allocOk Alloc) ^ (memOkAlloc r M ) ^ (r arg0
6= 0)

The locinvs I R.next and I S.next are the local invariants for the start of the
methods R.next and S.next , respectively. Above, I have shown only the as-
sumptions; both locinvs should contain a progresscontinuation stating that
the method may return satisfying a certain postcondition. In both locinvs the
progresscontinuation is the same:

CRETAlloc � = safe
�
�� 0: 9Alloc0: ((pc � 0) = (ra � )) ^

(allocOk Alloc0) ^ (memOkAlloc' (r M � 0)) ^ (Alloc � Alloc0) ^

(hasTypeAlloc0 (r r et � 0) (class S)) ^ (CS � � 0)
�
:

Here, � is the state bound by the host locinv (that is, by I R.next and I S.next ),
and Alloc0 is the existential variable for the allocation state in the host locinv.
The continuation also binds its own state � 0 and existential variable Alloc0.
The parameterizedpredicate CS : state ! state ! Prop assertsthat the
callee-save registersare preserved. In this case,

CS � � 0 =) (r x � 0) = (r x � ):

Note that both I R.next and I S.next specify that on method return, the return
value r r et will be an object of classS.
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In an actual veri�cation, all of the locinvs consideredby the extension(in-
cluding for instanceC and E in this example)would have a progresscontinua-
tion specifying the postcondition of an eventual function return. I haveomitted
thesesinceexcept for CRETas they do not a�ect theseparticular examples.

The local safety condition is immediately satis�ed, but the locinv produced
by the decoder is indirect, sothe extensionmust �nd someway to cover it using
direct locinvs. In this case,the extensionrecognizesthis as a method call and
continuesafter the call assumingthe postcondition of the method. Note that
E is not su�cien t to cover D. Becausethe extensionrecognizesthis indirect
jump asa method call, it includesI R.next and I S.next in E. Intuitiv ely, we need
to show it is \safe to jump to" r t and that the extension'slocal invariants cover
the possiblepaths after the jump (including a return).

To show that Ecovers f Dg, assume� : state and Alloc : allocType , and
let (AD Alloc � ) be the assumptionsof the decoder's locinv D instantiated with
the existential variable Alloc and the registersof state � :

((pc � ) = (r t � )) ^ ((ra � ) = &Lret ) ^

(allocOk Alloc) ^ (memOkAlloc (r M � )) ^

((r arg0
� ) = (r x � )) ^ (hasTypeAlloc (r t � ) (method(r x � ) 4)) ^

((r x � ) 6= 0) ^ (hasTypeAlloc (r x � ) (class S))

The Cool extension�rst shows the decoder's locinv is a valid method call, in
this caseshowing

�
(hasTypeAlloc (r arg0

� ) (class R)) ^ ((r t � ) = &R.next )
�

_
�
(hasTypeAlloc (r arg0

� ) (class S)) ^ ((r t � ) = &S.next )
�

using the following lemma:

(hasTypeAlloc A1 (methodA2 o� )) ;

(hasTypeAlloc A2 (class T))_

(T 0;L )2 (methLblsAt T o� )

�
(hasTypeAlloc A2 (class T0)) ^ ((r t � ) = &L)

�

with (r t � ) for A1, (r x � ) for A2, 4 for o� , and S for T. A list of each of the
descendants of T (including T) alongwith the valueof the label for its method
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at o�set o� is obtained with methLblsAt , which is (here implicitly) a function
of the hierarchy H .

The Cool extension now performs a caseanalysis over this disjunction,
choosingin each casethe appropriate locinv in E to cover D, in this case,either
I R.next or I S.next . In each case,the assumptionsof D togetherwith the the extra
factsfrom the particular caseof the disjunction provide exactly the assumptions
for the covering locinv I R.next or I S.next . To �nish the coverageproof, in each
casethe Cool extensionsimply needsto provide a coverageproof of the progress
continuation, which is the sameCret in both cases.Let I ret = (Cret Alloc � ).
This \return locinv" I ret is exactly covered by the extension'snew locinv E.
To seethis, assumea fresh � 0 : state and Alloc0 : allocType , and assume
(A I ret Alloc0 � 0) whereA I ret are the assumptionsof locinv I ret , i.e., we have the
following:

((pc � 0) = (ra � )) ^

(allocOk Alloc0) ^ (memOkAlloc' (r M � 0)) ^ (Alloc � Alloc0) ^

(hasTypeAlloc0 (r r et � 0) (class S)) ^ ((r x � 0) = (r x � )) :

We needto show that for someAlloc00: allocType , that (AE Alloc00� 0), where
AE are the assumptionsof locinv E, i.e.,

((pc � 0) = 9) ^ (allocOk Alloc00) ^ (memOkAlloc00(r M � 0)) ^

(hasTypeAlloc00(r r et � 0) (class S))

((r x � 0) 6= 0) ^ (hasTypeAlloc00(r x � 0) (class S))

This is satis�ed with Alloc00taken equal to the Alloc0 from I ret . In particular,

(pc � 0) = (ra � ) = &L ret = 9;

where the middle equality comesfrom the assumptionsof D; similarly using
that (r x � 0) = (r x � ), the assumptionsof D provide

((r x � 0) 6= 0) ^ (hasTypeAlloc (r x � 0) (class S)):

Finally we need to establish that (hasType Alloc0 (r x � 0) (class S)), given
that it holds at the \old" allocation state Alloc. This can be establish using
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the assumptionof I ret that Alloc � Alloc0, as a caseof the following general
lemma:

(hasTypeAlloc A T);

(Alloc � Alloc0)
(hasTypeAlloc0 A T)

4.2.3 Completing the Cool Extension

In order to completethe Cool extension,it is necessaryto describe the handling
of the initial coverageproof, and of the run-time support functions. These
require a somewhat di�erent approach. In the implementation of scanning
described by examplesabove, the proofs boil down to facts which comemore
or lessdirectly from the Cool typesystem. In the initial locinv and the run-time
functions, however, the Cool type system is not enforced: in the caseof the
initial locinv it is not yet in place,and in the certain of the run-time functions
it is temporarily set aside. The job of the extension,then, is to show that the
framework we have setup for the Cool type systemcanin fact besuperimposed
on the initial locinv, and will in fact be preserved by the end of each call to a
run-time function.

At time of writing, our prototype implementation has only just begun to
incorporate this work. I sketch herethe anticipated approach.

4.2.3.1 The Initial Coverage

Sofar I have concentrated on the main iterativ e behavior of the Cool extension:
responding, step by step, to the proof obligations given by the decoder after
scanningother of the extension'slocinvs. It is still necessaryto considerthe
beginning of the process,that is, the initial locinvs createdby the extension.
Recall from Section3.4.4that the decoder producesan initial locinv describing
in substantial detail the initial state of the program. In particular, the initial
stateof the memoryis given. Thus, the decoder's initial locinv assertsthat each
memoryaddressin the stack, heap,and static data of the program satis�es the
addr predicate; and for the static data, it also speci�es the contents of every
memory location.

The extension'sjob is to produce its own initial locinvs, and to establish
that its locinvs cover the decoder's. In practice we have found it convenient
to have the extensionproduce all of the locinvs corresponding to the start of
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each function in the program at this time. These locinvs can be referred to
again at the function call points, rather than being created then. However,
from the standpoint of producing the initial coverageproof, all that is required
is onelocinv corresponding to the actual entry point. In Cool programsthis is
a function provided by the run-time library trap.handler , which essentially
corresponds to the Cool code (new Main).main() .

The decoder's initial locinv contains a lot of information, but not organized
in a way which is useful to the extension. The extension'sinitial locinv will
abstract away the contents of the memory M , only it will need to establish
the invariant that (memOkH Alloc M ), and the other invariants. This initial
coverage proof, unlike the proofs described earlier which relied only on the
lemmasgiven, will depend more directly on the de�nitions of the predicates.

For instance, the invariants include the claims that for every addressA
which canbeproven to have the type (ptr T), for someT, then (addr A) holds,
and furthermore (sel M A) hasthe type T. The approach we will useto this is
to �rst prove an exhaustive categorizationof the the typing relationship which
holds under the initial, explicitly given Alloc. We give, in fact, an explicit list
of all the addresseswhich have a ptr type; and then for each member of this
list, we check that it has the properties required of it. This work would be
tedious for a human, but it doesnot seemlikely to be di�cult to implement.

4.2.3.2 Cool's Run-time Functions

One thing is left to complete the Cool extension. Most of a compiled Cool
program can be understood using a particular set of lemmas re
ecting the
typesand invariants described above. But the run-time support functions will
mostly require a more general approach. For instance, the allocation state
Alloc remainsunchangedoutside of calls to Object.copy . Lemmasabout the
hasTypepredicate with respect to a singleparticular Alloc su�ce everywhere
else;and the call sitescanbehandledby maintaining that Alloc0 � Alloc where
Alloc0 is the allocation state before the call, and Alloc is the allocation state
after the call. Then a generallemma can be usedto tranfer the typing state
beforea function call to the state after a function call. (This is usedat every
function, sinceany function might potentially call Object.copy .)

Verifying the body of Object.copy itself is more di�cult. For simplicity
I will ignore garbagecollection and assumea simple Object.copy which just
�nds the next block of freespaceof the appropriate size,and producesa byte-
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wisecopy of its argument in that space.The di�cult y comesfrom establishing
that the invariants hold with the new memory and Alloc afterwards.

The approach I proposeis similar to that described above for handling the
initial coverageproof. A characterizationof all the addresseswith pointer types
is given, separatedinto all of thosewhich have that type in the old allocation
state, and an explicit list of the \new" pointers resulting from the allocation.
Then the invariants are proven directly from the de�nitions with referenceto
this characterization.

4.3 Stack Handling

In actual Cool programs,many of the valueswhich I have carried in registers
in the examplesof the last sectionwould in fact be carried on the stack.

The trusted infrastructure of the Open Veri�er does not have a special
notion of a stack. Readsand writes to the stack are interpreted exactly as
any other memory reads and writes. It is up to the extension to maintain
special invariants which allow it to handle stack accessesin a particular way.
This allows us to keepthe trusted infrastructure asgenericas possible,and in
particular to leave all handling of software conventions to the extension.

In this section I will set up a modular approach to stack handling which
could be incorporated into various extensions.

Thereareseveral featuresrelating to the conventional useof the stack which
I intend to model:

� Most invariants, not dealing with explicitly with the stack, only depend
on the state of the memory apart from the stack. For the sake of e�-
ciencythis dependenceshouldbe explicit in the logic, sothat the (rather
frequent) writes to the stack do not require re-establishingthat the non-
stack invariants hold.

� A function only modi�es a certain area of the stack (its stack frame).
In particular, the caller function can assumethat the stack above the
callee'sframe is preserved.

� Each word in a function's stack frame should be able to be handled es-
sentially as if it were a machine register.
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� Finally, if the program is actually memory safe,it must have somepro-
vision for checking that stackover
ow doesnot occur.

4.3.1 Memory Regions

To handle the notion that stack changesshouldnot a�ect various invariants to
bemaintained about the rest of the memory, I introducethe conceptof memory
regions. The type region will be the type of setsof memory addresses, where
membership in a region is given by the predicate

InRegion : region ! val ! Prop:

In examples,and in the implemented extensions,there are two regionsstack
and heap (which latter name may be slightly abusive, as it is intended to
include the program'sdata segment aswell asany other memorygiven to it by
the operating system).

A regionSet is an association list which associates regions to memories.
So for instance,for memoriesS and H of type mem,

[(stack ; S); (heap; H )] : regionSet :

The idea is that the extension will use a regionSet in place of the actual
current memory, introducing functions

regUpd: regionSet ! region ! val ! val ! regionSet ;

regSel : regionSet ! region ! val ! val

corresponding to updand sel for typemem. (In principle the functions neednot
takethe region in which the updateor selectoccurs,insteaddeterminingwhich
regionthe given addressbelongstoo. But practically onealways candetermine
which region is intended beforehand,and this approach is more e�cien t.)

For regUpd and regSel to be sensible,the regionSet needsto satisfy an
invariant

regions : mem! regionSet ! Prop:

The predicate(regions M R) holds when

� for each (reg; M reg) in R, M and M reg agreeon all addressesin reg;

� the regionsin R are pairwise disjoint;
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� for each region reg in R, addr holds of all addressesin reg.

The �rst requirement is clearly what is neededto use a regionSet in place
of the memory. The other two requirements are a convenience: pairwise-
disjointness meansone never needsto worry about updating more than one
region, and the requirement that all the addressesbe addr meansthat the
InRegion predicatewill su�ce to establishlocal memory-safety conditions.

There are straightforward lemmas which allow an extension to use a
regionSet R for which (regions M R), such as selectingvalues in such a
way that the value selectedis the sameas that selectedfrom M , and updating
the regionSet so that the predicate regions is preserved. I will not go into
detail here.

An extensionusing the regions framework will maintain in each local in-
variant existential variablesS and H of type mem, and include an assumption

regions M [(stack ; S); (heap; H )]

whereM is the memoryof the locinv. All the assumptionsrelevant to the stack
will useS instead of M ; all the assumptionsrelevant to the heap(such as the
Cool extension'smemOk) will use H instead of M . In particular, this shields
assumptionsabout the heap from any memory changesoccuring only on the
stack.

It is not di�cult to work with regionswhich changeover the courseof the
program, due for instance to memory allocation, but I will not discussthis
further here.

4.3.2 Stack Frames and Stack Preserv ation

Nothing in the memory-safety policy requiresthat a given function only touch
someparticular part of the stack. But enforcing a notion of stack frame is
extremelyhelpful in ensuringgeneralmemorysafety. Within any givenfunction
it is assumedthat there is a given rangeof accessiblymemory addressesfrom
L to H . L and H are speci�ed as o�sets from the initial stack pointer sp0,
the stack pointer on function entry. The relationship between sp0, L , and
H is determined by the calling convention used by the function, which can
be obtained by the extension via code annotations (which can generally be
automatically generated). Usually, any arguments to the function which are
placed on the stack are at sp0, sp0 +4, . . . H ; and then L is lessthan H by
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the size of the function's stack frame. The stack frame size can be given by
annotations, or can be �xed at someamount like four kilobytes (in which case
L = H � 4092).

This processis implemented by including in each locinv the assumption
(StackFrameL H ). This is de�ned so that it implies

8A:L � A =) A � H =) (InRegion stack A):

(The full de�nition will include morein order to handlestack-over
ow checking
mechanisms,seebelow.) The intention is that the extensionwill useonly this
method to prove that addressesare on the stack (and are thus valid to read
and write).

Someadditional work is neededto correctly handle function calls. The
caller needsto be able to establish that its own stack, outside of the callee's
stack frame, has not been modi�ed. This is entailed by the predicate
(PreservedStack S0 H S), which is de�ned to mean

8A: H � (A � 4) =) (sel S0 A) = (sel S A):

That is, the stack memoriesS0 and S coincideat addressesstrictly above H .
Each locinv within a function will carry a PreservedStack assumptionwith
S0 the initial stack memory at function entry, H the highest member of the
function's stack frame, and S the current stack memory; the function return
progresscontinuation (seeSection4.4)will alsocarry such an assumption.With
this in place, the caller function will have the assumptionavailable after the
call, and so can establishthat all of its stack slots include the valuesthey had
beforethe call.

4.3.3 Stack Slots and Stack Poin ters

Internally, the extensionmaintains registersand stack slots in essentially the
samefashion; in fact, the current implementation usesa singlearray, in which
indices higher than the number of machine registerscorrespond to the stack
slots. For each registeror stack slot a symbolic expressionis storedwhich gives
its value. To present this asa locinv, the valuesof the registersarestoredin the
regs �eld, whereasthe valuesof the stack slots are storedasassumptionsthat
(sel S (sp0 + o�set )) = slot o�set , where S is the current stack memory, and
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sp0 is the initial stack pointer at function entry. (In fact, to avoid extra non-
determinism in how the Kettle theorem prover usesequality facts, a de�ned
predicate (FrameContents(sp0 + o�set ) slot o�set S) is usedinstead.)

Whenever a memory read or write occurs, the stack module �rst checks to
seewhether it wason the stack. If so, it provesthe local safety condition using
the StackFrameassumption;then it proceedsasif the instruction werea simple
registermove, only involving a stack-slot pseudo-register.In the caseof a read,
the correctnessof the result is establishedusing the relevant FrameContents
assumption; in the caseof a write, a FrameContents assumptionis added or
altered. At function calls the stack slots of the caller and calleehave to be
related by a translation of the di�erent o�sets.

Meanwhile, the extensionmust keeptrack of which registersand stack slots
are not storing valuesdirectly, but are storing pointers to stack locations|are
stack pointers. Stack pointers are always maintained in the form sp0 + o�set
wheresp0 is the initial stack pointer on function entry.

4.3.4 Stack Over
o w

Each locinv generatedby the extensionwill contain a StackFrameassumption.
At function calls, the stack frame will change. For non-recursive calls, the
callee's stack frame can be consideredto be contained in the caller's stack
frame. For recursive calls this is insu�cien t: the stack frame needsto grow,
and thus for memory safety, there needsto be somemechanism to check stack
over
ow. At the level of the logic this is primarily re
ected in the eventual
complete de�nition of StackFrame. Here I describe two approaches to stack
over
ow.

4.3.4.1 The Stack on a 1MB Page

Under this approach, it is assumedthat an entire 1MB pagehasbeendevoted
to the stack, and thus that if two addressesare on the same1MB page,one
of which is a stack address,then both are stack addresses.A program can
guarantee that there is no stack over
ow by adding run-time checks before
recursive function calls, to ensurethat the low addressof the callee'sframe is
in the same1MB pageas the low addressof the caller's frame. Explicitly , if
the two addressesare lold and lnew, it is checked that

srl (bxor lold lnew) 20 = 0;
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wherebxor is the bitwiseexclusive or, and srl is a shift-right (in this case,by
20 bits). The condition ensuresthat the two addressesare on the same1MB
pageby ensuring that all bits to the left of the 20th agree. If this condition
fails, the program (safely) aborts.

The logical support for this approach is the following de�nition of
StackFrame:

De�nition 4.3.1. The predicate (StackFrame l h) holds if and only if
(InRegion stack a) holds for all a such that either:

� l � a � h; or

� srl (bxor x a) 20 = 0 for somex such that l � x � h.

That is, every addressbetweenl and h, or elseon the same1MB pageassuch
an address,is on the stack.

The lemma actually usedto handle the frame changeat stack checks and
function calls is:

Lemma 4.3.2. Let lold, hold, lnew, and hnew be addresses, where
(StackFrame lold hold). Then (StackFrame lnew hnew) if hnew � hold and ei-
ther of the following two conditions hold:

� lold � lnew, or

� there exists an address lcheck such that lold � lcheck � hold and
srl (bxor lcheck lnew) 20 = 0.

4.3.4.2 Guard Pages

A technique often usedto prevent stack over
ow is to ensurethat at there is
a certain area of unmapped virtual memory at the bottom of the stack. Any
attempt to reador write this memory|whic h will tend to happenwhena stack
over
ow occurs|will result in a (potentially handleable)segmentation fault.
This technique is usually consideredimportant for multithreaded applications,
but is entirely applicable to single-threadedprogramswhich must be memory
safe.

Under this approach, checking against stack over
ow is merely reading or
writing the stack, where if a stack over
ow occurs, the read or write is in the
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guard page,and a segmentation fault results. To usethis approach, the safety
policy must consider the addressesin the guard page to be valid addresses,
even though reading or writing there results in a segmentation fault. There is
a potentialy confusionabout this approach, which might seemto enableone
to claim only vacuouslythat \the program is memory safe,or elsea segmenta-
tion fault occurs". In fact it is guaranteed that any segmentation fault is due
preciselyto stack over
ow, and that every memoryaccessup until the segmen-
tation fault occurs is genuinely valid. In e�ect, the segmentation fault takes
the placeof an ordinary call to safelyabort in the presenceof stack over
ow.

In order for the guard pageto guaranteethat any stack over
ow will causea
segmentation fault, the programmust ensurethat no two stack accessesaresep-
aratedby morethan the sizeof the guardpage.The gcc compilerwill introduce
any extra checks needed,whenit is invokedwith the argument -fstack-check .
In particular gcc -fstack-check will produce a \stack probe" at the begin-
ning of every function which calls other functions. If the size of the guard
pageis 4096bytes, then the stack probe will write a zerointo the address4096
bytes below the lowest argument of the caller's stack frame.5 Observe that the
program will only be guaranteed safewith respect to stack over
ow under this
scheme,if no function hasa stack frame larger than 4096bytes.

The Open Veri�er framework will support this approach to stack over
ow,
but the decoder must be modi�ed, to allow for the fact that memory reads
and writes to valid addressesmay causean abort (actually, a segmentation
fault). In e�ect, the semantics of memory accessesare as if they were branch
instructions. If the addressis in the guard page,the program aborts (safely).
Otherwise the program continuesto the next instruction.

I introduce the logical predicate NotInGuardPage : val ! Prop which
holds of all addressesnot in the guard page. The decoder of Figure 3.3 is then
modi�ed as follows:

5The actual behavior of gcc -fstack-check is slightly more complicated. Firstly , it tries
to ensurethat 300 bytes of stack are available for any stack over
o w recovery mechanism.
This can be handled by consideringeach function's stack frame to be 300 bytes larger than
the stack spacewhich is actually used by the function. Secondly, it handles the additional
checks necessarywhen allocating large objects on the stack, which I do not discusshere.
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Instruction P D
read r a ��: addr(a � ) f C with regs = � x :� [pc 7! (pc � + SAL 1);

r 7!
�
sel (r M � ) (a � )

�
];

assume= � x : (NotInGuardPage(a � )) ^

(C:assumex )g
write a e ��: addr(a � ) f C with regs = � x :� [pc 7! (pc � + SAL 1);

r M 7!
�
upd(r M � ) (a � ) (e � )

�
];

assume= � x : (NotInGuardPage(a � )) ^

(C:assumex )g

The decoder result could be consideredas having a secondcontinuation,
corresponding to the abort state resulting from an attempt to accessthe guard
page; but since this state is consideredsafe, we can ignore it. (Recall from
De�nition 2.6.8that safenext statesdo not have to be includedin the decoder's
output continuations.)

We now usethe following de�nition for StackFrame:

De�nition 4.3.3. The predicate (StackFrame l h) holds if and only if
(InRegion stack a) holds for all a such that (l � 4096)� a � h.

Sothe stack|including the guard page|is always assumedto extenda full
pagebelow the bottom of the current function's frame. We usethe following
lemma (which is obvious given a contiguous stack with a guard page at the
borrom):

Lemma 4.3.4. Let a be an address such that (InRegion stack a) and
(NotInGuardPagea). Then for any addressb suchthat (a � 4096)� b � a, we
havethat (InRegion stack b).

It is now easyto establishthe lemmawhich allowsthe stack frameto change
at function calls and stack checks:

Lemma 4.3.5. Let lold, hold, lnew, and hnew be addresses, where
(StackFrame lold hold). Then (StackFrame lnew hnew) if hnew � hold and ei-
ther of the following two conditions hold:

� lold � lnew, or
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� (NotInGuardPagelnew), and (lold � 4096)� lnew � hold.

When a stack probe occurs, the decoder will add the assumptionthat the
probed addressis not in the stack guard page. (To repeat, if it had beenin the
guard page,the program would have aborted safely.) The extensioncan then
usethis lemma to extend the stack frame down to the probed address.

4.4 Function Calls

In SAL a function call is simply a direct jump. Those featureswhich make a
jump into a function call are just conventions, typically enforcedby the higher-
level programming languageand compiler. Theseconventions typically center
around the notion of return: the function may eventually return control, via an
indirect jump, to somecode speci�ed by the initial valuesof the registersafter
the function call. Often there is a speci�ed return-addressregister which holds
the code location to jump to. The software conventions further specify what
conditions must hold on return, e.g. that the calleecan assumethat certain
registerswere not changedduring the function call.

I will now discussmethods by which an extensioncan describe thesecon-
ventions, and usethem to prove the safety of a program involving functions.

4.4.1 Using Progress Con tin uations

Function returns are the prototypical instance of using the progresscontinu-
ations of locinvs. Recall that any locinv C can contain a list C:progress of
locinvs, parametrized by C:type . The meaning, as given by the satisfaction
relation, is essentially that these locinvs are assumedto be safe: should the
machine reach a state satisfying oneof the progresscontinuations, (inde�nite)
further progressis possible.

So to handle function calls, it is assumedthat it is safe to return. For
simplicity assumethat there is a dedicatedreturn-addressregister ra . A func-
tion F which contains no potentially unsafeinstructions, thereby requiring no
preconditions to be safe,and which guaranteesnothing to the caller, thereby
requiring no postconditions,would be described by a locinv C where� j= i C if
any only if

9x:(pc � ) = F ^ (ra � ) = x ^ 8j � i: safe j (�� 0:(pc � 0) = x):
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Note that this locinv refersto the initial state of executionof the function. The
existential variable x is the original value of the return addressregister. If the
return addressregister changes,the extensionhas to keep track of this x in
someother way, for it is usedin the progresscontinuation. So for instance if
by line n the ra hasbeenincremented, onemight have

9x:(pc � ) = n ^ (ra � ) = x + 1 ^ safe i (�� 0:(pc � 0) = x):

Most commonly, of course,the value represented by x will be saved (on the
stack) whenever the ra registerneedsto hold another value (for another func-
tion call). Then the ra can be restored to have the value x beforethe return
(an indirect jump to ra ).

Under this assumptionthat it is safeto return, the locinvs from the body
of the function can be establishedas safe. Within the body of the function,
the progresscontinuation is carried along unchangedand does not a�ect the
proofs. At function call sites, the continuation of the calleemust be covered
by a locinv corresponding to the actual return site for that call; an exampleof
this is shown in Section4.2.2.2.Finally, at the return instruction, the progress
continuation is itself used to establish coverage. Consider, for example, the
method R.next mentioned in Section 4.2.2.2. The extension establishesthe
following locinv for the start of that function:

I R.next = ��: 9Alloc: ((pc � ) = &R.next ) ^

(allocOk Alloc) ^ (memOkAlloc (r M � )) ^

(hasTypeAlloc (r ar g0 � ) (class R)) ^ ((r arg0
� ) 6= 0) ^

safe
�
�� 0: 9Alloc0: ((pc � 0) = (ra � )) ^

(allocOk Alloc0) ^ (memOkAlloc' (r M � 0)) ^ (Alloc � Alloc0) ^

(hasTypeAlloc0 (r r et � 0) (class S)) ^ ((r x � 0) = (r x � ))
�
:

Observe that the progresscontinuation refersto the return addressregisterra ,
the callee-save register r x , and the allocation state Alloc of the host locinv.
During the executionof the function thesevaluesmight change,but the values
relevant to the progresscontinuation will continue to be the valuesat function
state; so if any change,a new existential variable will have to be introducedto
hold the original value. We cando this pre-emptively and re-expressthe locinv
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as

I R.next = ��: 9ra0; x0; Alloc0; Alloc: ((pc � ) = &R.next ) ^

((ra � ) = ra0) ^ ((r x � ) = x0) ^ (Alloc = Alloc0) ^

(allocOk Alloc) ^ (memOkAlloc (r M � )) ^

(hasTypeAlloc (r ar g0 � ) (class R)) ^ ((r arg0
� ) 6= 0) ^

safe
�
�� 0: 9Alloc0: ((pc � 0) = ra0) ^

(allocOk Alloc0) ^ (memOkAlloc' (r M � 0)) ^ (Alloc0 � Alloc0) ^

(hasTypeAlloc0 (r r et � 0) (class S)) ^ ((r x � 0) = x0)
�
:

Now supposethat the veri�cation reachesa return instruction. If ra or r x

have changed during the function, they have been restored to their original
value. In the input locinv C, the progresscontinuation has beencarried un-
changedsincethe start of the function. GenerallyC might contain many more
assumptions;here I have shown only thosewhich are relevant to the return.

n ijump ra

C: ��: 9ra0; x0; Alloc0; Alloc:
((pc � ) = n) ^ (hasTypeAlloc (r r et � ) (class S)) ^
((ra � ) = ra0) ^ ((r x � ) = x0) ^
(allocOk Alloc) ^ (memOkAlloc (r M � )) ^ (Alloc0 � Alloc) ^
safe

�
�� 0: 9Alloc0: ((pc � 0) = ra0) ^

(allocOk Alloc0) ^ (memOkAlloc' (r M � 0)) ^ (Alloc0 � Alloc0) ^

(hasTypeAlloc0 (r r et � 0) (class S)) ^ ((r x � 0) = x0)
�
:

P: true
D: f Dg whereD = ��: 9ra0; x0; Alloc0; Alloc:

((pc � ) = (ra � )) ^ (hasTypeAlloc (r r et � ) (class S)) ^
((ra � ) = ra0) ^ ((r x � ) = x0) ^
(allocOk Alloc) ^ (memOkAlloc (r M � )) ^ (Alloc0 � Alloc) ^
safe

�
�� 0: 9Alloc0: ((pc � 0) = ra0) ^

(allocOk Alloc0) ^ (memOkAlloc' (r M � 0)) ^ (Alloc0 � Alloc0) ^

(hasTypeAlloc0 (r r et � 0) (class S)) ^ ((r x � 0) = x0)
�
:

E: f g

The extensionprovesthat the decoder's locinv D is coveredby no locinvs;
that is, D proves its own safety, becauseit is covered by its own progress
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continuation. To seethis, �x � and the existential variablesx0, ra0, Alloc0, and
Alloc; and assumethat the assumptionsof D hold:

((pc � ) = (ra � )) ^ (hasTypeAlloc (r r et � ) (class S)) ^

((ra � ) = ra0) ^ ((r x � ) = x0) ^

(allocOk Alloc) ^ (memOkAlloc (r M � )) ^ (Alloc0 � Alloc)

We just needto establishthat for somevalue of the existential variable Alloc0,
the assumptionsof the progresscontinuation hold at the samestate � :

((pc � ) = ra0) ^

(allocOk Alloc0) ^ (memOkAlloc' (r M � 0)) ^ (Alloc0 � Alloc0) ^

(hasTypeAlloc0 (r r et � ) (class S)) ^ ((r x � ) = x0)

But this is clearly the casejust taking Alloc0 = Alloc.

4.4.2 Another Approac h to Returns

Above I have advocated handling function returns by setting up a progress
continuation which refersto somecontent of the host locinv:

9x:(pc � ) = F ^ (ra � ) = x ^ 8j � i: safe (�� 0:(pc � 0) = x):

Here, the progresscontinuation referencesthe variable x set up by the sur-
rounding context of the host locinv.

Another approach is to statically enumerate all possiblereturn points of
function F . For instance,supposethat F is called three times, with the return
points being lines 17, 191, and 321. Then the following locinv could be used
for F :

9x:(pc � ) = F ^ (ra � ) = x ^ (x = 17 _ x = 191_ x = 321):

There is no needfor any progresscontinuation in this locinv. Instead,at the re-
turn instruction, a caseanalysisis performed. The three locinvs corresponding
to lines 17, 191,and 321will cover the decoder's locinv.

This could be lemmatized,by covering onceand for all the single locinv

(pc � ) = 17 _ (pc � ) = 191_ (pc � ) = 321:
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Then this \global progresscontinuation" canbeusedat each return instruction.
Such lemmatization improvese�ciency if there are many return instructions,
and many possiblereturn points.

This approach is simpler in terms of the complexity neededfrom the frame-
work: no progresscontinuations are involved. However it su�ers from potential
drawbacks in extensibility. Using progresscontinuations, we could potentially
prove the safety of library code: the locinv for F corresponds to all function
calls to F , even thosenot part of the library code and thus not available when
safety is being established.

It is not asobvious how to do this using the disjunction approach. It could
be possibleto extend the disjunction with somekind of parameter:

x = 17 _ x = 191_ x = 321_ x 2 R;

whereR is intended to be the list of return points in linked code. The library
codecould then beprovensafefor all possiblevaluesof R, under the assumption
that variouslocinvs from the linkedcodearesafe. I havenot workedout exactly
how this could be accomplished,and in any caseit seemsmore complicated
overall than the versionusing progresscontinuations.

In the caseof a having the completelylinked code available for static analy-
sis, the approach using disjunctions can be easier. I would advocate its usefor
certain kinds of indirect jumps whereextensibility is probably not an issue,for
instance the indirect jumps used to implement switch statements, where the
various casesare all locally available. The current implementation usesdis-
junctions to implement method dispatch for the object-oriented languageCool
(Section 4.2.2.2); further work would be neededif it were to apply extensibly
to the safety of Cool libraries.
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Chapter 5

Conclusions

In the precedingchapters I have described the Open Veri�er systemfor en-
forcing safety properties,such asmemorysafety, of untrusted code. The system
allows the code producer to provide an untrusted veri�er, called the extension,
as executablecode; the trusted components of the Open Veri�er then work
together with the untrusted extension to produce a trustworthy veri�cation.
I have described the logic and architecture of the interaction betweentrusted
and untrusted components which makesthis possible.I have alsodescribed an
approach to developingextensions,in particular a proof developmentapproach,
which we have usedsuccessfullyto verify the memory safety of compiled code
from the Java-like Cool language.

In this �nal chapter I concludeby giving a preliminary evaluation of the
Open Veri�er asa security enforcement mechanism; a comparisonwith related
work; and directions for future research.

5.1 Evaluating the Op en Veri�er

At this point it is appropriate to return to the metrics of trustworthiness, 
ex-
ibility , and scalability which I put forward in the Introduction. To get useful
measurements it is necessaryto refer to a real implementation; our implemen-
tation is still in a preliminary stage, so someof what I discusshere is also
preliminary. Nonethelessthe project is now advancedenoughfor a somewhat
accurateappraisal.
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Untrusted Trusted
module # lines module # lines

OCaml Convcool 3,400 Openver 1,500
Convstack,Convfunc 500 Proof 700
Coolext 1,500 SAL 900
Stackext ,Funcext 1,400 MIPSparse 1,000
Kettle (approx.) 3,000

Total 9,800 Total 4,100
Kettle cool.rules 1,000

stack.rules 350
Coq cool.v (est.) 2,500 Soundnesstheorem 150

stack.v 400

Figure 5.1: Number of lines of code in the Open Veri�er.

5.1.1 Trust worthiness

Trustworthinesscanbe roughly measuredby the amount of code in the trusted
code baseof the Open Veri�er. Figure 5.1 shows the lines of code in both
the trusted and untrusted modules(written in OCaml) usedto verify Cool, as
well as the lines of lemma statements (written as Prolog proof rules for the
automatic theorem prover) and proofs of the lemmas(written in Coq). I will
refer to this �gure again as an estimate of the work required to build from a
conventional veri�er to an extensionfor the Open Veri�er.

Convcool is the conventional veri�er for Cool, which works similarly to a
bytecode veri�er but directly on MIPS code rather than specializedbytecodes.
Convstack and Convfunc are also used in the conventional veri�er, but are
genericmodules for handling the run-time stack and function calls, which can
also be usedby other conventional veri�ers. Coolext is the code for the Cool
extension.Oneof its main jobs is to take the abstract statesgivenby Convcool
and wrap them into locinvs. Stackext and Funcext are genericmodulesto be
usedby extensionsto work with Convstack and Convfunc.

Kettle is a proof-generatingProlog interpreter used by the extension to
automatically establish proof obligations. Using Kettle requires providing
lemmasgiven as Prolog proof rules. These are cool.rules and the generic
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stack.rules (no special predicatesor lemmasare neededto handle functions,
only a particular way to organize the locinvs and coverageproofs). Finally
these rules/lemmas need to be proven, for which we use the Coq interactive
proof development system. Theseare cool.v and stack.v .

The Cool extension(and its Coq script) will needto be extendedin order
to handle the run-time system.

On the trusted side,the main module is Openverwhich encodesthe notion
of locinv and the algorithms for the director, the decoder, and the checking of
coverageproofs. Proof is the proof checker for the �rst-order proofs,produced
either by hand or by Kettle. SALencodesthe simple assembly languagewhich
is veri�ed, while MIPSparseis a translator from MIPS into SAL. Note that
the table does not show the code used to check the Coq proofs. We would
like to be able to expand the simple Proof proof checker to handle them,
but currently we are using Coq to check them. The type-checking Coq kernel
contains approximately 8000lines of OCaml code, but even the kernel of Coq
handlesmuch more than we need. For comparisonI include the size of the
Coq script for the soundnessof the Open Veri�er algorithm (Section2.6); this
includes the general notions of locinv, decoder, and coverage, but not their
particular implementations.

The sizeof the OpenVeri�er's trusted codebase(TCB) comparesfavorably
to an estimated 15,000 to 25,000 lines of code in the TCB of Touchstone.
Although Touchstoneworks with a Java compiler, which is morecomplexthan
our Cool compilers, no more trusted code would be required for the Open
Veri�er to handle Java (and in fact even the amount of extra untrusted code
neededshould not be excessive). The TCB of an FPCC system is estimated
in [4] to require between 500 and 1000 lines of logic about the encoding of
instructions as machine integers, plus about 600 lines of logic encoding the
semantics of the instructions and the safety policy, and �nally the executable
code of a proof checker for higher-orderlogic. We believe that the trusted code
baseof the OpenVeri�er is small enoughthat it canbeunderstood and checked
by hand in a convincing way, and that we have usedmore trusted code in the
right way, not to sweep di�cult proofs under the rug, but rather to permit
developers of certifying compilers/veri�ers to concentrate lesson the tedious
and more on the challengingand interesting aspects,and overall to make their
job more feasible.
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5.1.2 Flexibilit y

The Open Veri�er has obvious advantages in 
exibilit y comparedwith stan-
dard virtual machines, or even with Touchstone. Whereasprograms written
for, say, the Java virtual machine have to be constrainedaccordingto allow-
able bytecodes, an Open Veri�er client can use any compilation strategiesor
optimizations whatsoever, as long as they can in each instancebe proven safe.
This alsosavesthe cost of interpretation or even just-in-time compilation.

In principle, the Open Veri�er should be substantially 
exible with respect
to the sourcelanguagebeing veri�ed. It is a matter for future experiment,
however, to tell in practice whether morecomplicatedlanguages(such asfunc-
tional languageslike ML) can be feasiblehandled. Preliminary results with
verifying TAL indicate that more powerful type systemscan be handled just
as well asCool's Java-like type system.

It is worth noting in this respect that we advocate a particular restricted
useof logic in the Open Veri�er, such that the assumptionsof local invariants
are �rst-order, and any higher-order reasoningis restricted to the particular
forms of progresscontinuations and coverageproofs. This restricts the kinds
of proof techniqueswhich work with the Open Veri�er; for examplethe han-
dling of recursive types in semantic FPCC as in [6] cannot be used. However
(consideringour work with Cool and our preliminary successwith TAL) this
doesn't seemto restrict the kinds of programs which can be handled, and the
kinds of proof techniqueswe advocate seemconsiderablysimpler.

5.1.3 Scalabilit y and Usabilit y

With the Open Veri�er the main e�ciency concernis e�ciency of veri�cation.
Similar to PCC, e�ciency of executionis unimportant becauseexecutablecode
is useddirectly. The architecture of the OpenVeri�ers o�ers an advantageover
PCC, in that transmissionis alsonot much of an issue,becausean executable
veri�er is transmitted so that proof creation occurson-site; this meansin par-
ticular that we don't need to worry so much about how most e�cien tly to
structure and transmit the proofs.

To measurethe e�ciency of veri�cation we have usedthe conventional veri-
�er asa baseline.Again, the conventional veri�er is structured similar to most
bytecode veri�ers; so this is analogousto measuring the cost of going from
an ordinary Java bytecode veri�er to a proof-generating,certifying bytecode
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veri�er. At the time of writing the Cool extensionruns 20 times slower than
the Cool conventional veri�er. We hope to do much better, and in fact have
only just begunto work on improving performance;for instance,a singlesmall
changein performing substitutions yielded a factor of 2 improvement. Many
other such improvements may be possible.

A more important measureis the easeof developingextensions.Again, the
appropriate baselineis a conventional veri�er; if someonecan write a straight-
forward conventional veri�er, how much more work is required to wrap it into
an OpenVeri�er extension?Figure 5.1givesa rough ideaof the number of lines
of codeand proof required. There is a fair amount of e�ort, but we believe it to
bemanageable.Also, much of the implementation e�ort is commonto di�erent
extensions;we have already succeededin separatingout certain elements into
fully reusablemodules (such as the handling of stacks and function calls). In
the processof working on variousextensions,we have developed somesoftware
engineeringtechniqueswhich have proved very helpful. In particular we have
a graphical user interface which works like an integrated debugger,only via
veri�cation stepsrather than execution steps. It would be di�cult for me to
overstate the usefulnessof such a tool in developing extensions.

5.2 Related Work

5.2.1 Virtual Mac hines

I have already discussedrelationships with work on virtual machines in the
Introduction. Here I just want to mention another line of research on making
a more trustworthy virtual machine, which is to actually verify the bytecode
veri�er (a survey of such work is in [23]). It is substantially easierto certify
each individual veri�cation, as is doneby the Open Veri�er. Moreover, veri�ed
bytecode veri�ers are really formally veri�ed algorithms for bytecode veri�ca-
tion; it is another step to to ensurethat the implementation is correct with
respect to the algorithm. Oneapproach to this step is to automatically extract
the bytecode veri�er from the proof that its algorithm is correct [8]. Proof
extraction technology is still relatively primitiv e; also, if one certi�es individ-
ual veri�cations instead, one is more free to introduce optimizations into the
veri�er code.
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5.2.2 T yp ed Assembly Language (T AL)

Typed assembly language(TAL, [28, 27, 26, 15]) is a another approach to
certi�ed code. Instead of using an intermediate languageof bytecodes, TAL
providesa way to usethe target machine languagewith a powerful typesystem.
In this senseit can be consideredan approach to a genericvirtual machine,
wherethe \in termediate" languageis in fact the target language.

Compilerscould be built from many sourcelanguagesto TAL, but aswith
other approachesto genericvirtual machines, this requiresthat the type sys-
tem of the sourcelanguageand compilation strategy be coerced into TAL's
type system. The Open Veri�er framework allows particular extensionsto be
tailored to particular requirements. (The work of [15] proposesa model for a
client-speci�able type system for TAL, using a framework similar to that of
syntactic FPCC, described below.) Also, TAL is restricted to the notion of
typing, whereasOpen Veri�er extensionscan work with more general logical
assertionsincluding typing. In somecasesthis may be only a super�cial di�er-
ence(such asour preferencefor an equality predicateover singletontypes),but
we think that not being limited to typesmay allow new and easiersolutionsto
certain veri�cation problems.

5.2.3 Foundational Pro of-Carrying Code (FPCC)

Super�cially , the Open Veri�er is very di�erent from work on foundational
proof-carrying code (FPCC, see[5, 25, 6, 4, 1] and [19, 39, 43]). First, with
the Open Veri�er code neednot carry a proof at all but rather an executable
veri�er . I have already discussedthe advantages of this approach. Second,
the Open Veri�er is not emphatically foundational. We are willing to include
into the trusted code base(TCB) certain components, such asthe director and
decoder, which are commonto the kinds of veri�ers we hope to handle.

Nonetheless,there are important commonalitieswith FPCC. Even though
a veri�er is sent rather than an explicit proof, the veri�er hasto provide many
parts of the proof in order for its results to be trusted. Also, those parts of
the foundational proof, which in the Open Veri�er are part of the TCB, are
in fact the least di�cult-to-trust parts|I might say the least interesting. For
instance,the Open Veri�er works on assembly code and usesthe decoder mod-
ule to determine, via a simple strongest-postcondition calculation, the result
of executing each instruction. In a strict FPCC system, the TCB would in-
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steadinclude a completedescription in logic of which machine integersspecify
which instructions, and what state transitions are a�ected by the instructions;
then the foundational proof much refer to theseaxioms at each step in order
to show that a particular state transition is taking place. There are indeed
interesting questionsabout how best to do this in FPCC (see[25]), nonetheless
the Open Veri�er code doesnot seemvastly more di�cult to trust than this.
Similarly, the director module of the Open Veri�er encodesthe main induction
commonto all foundational proofs. The di�cult-to-trust parts of the proof are
program-speci�c or type-system-speci�c, and thesehave to be given explicitly
alsousing the Open Veri�er.

In principle, an Open Veri�er veri�cation could be built up into an FPCC
proof, using someformalization of the decoder and director (such as the Coq
formalization of Section2.6 which is already available). We do not proposeto
do this, however; we feel that such concernsas easeof extensiondevelopment
are more important for future research.

If we do considerthe Open Veri�er alongsideFPCC e�orts, there are in-
teresting points to be made about the proof development approaches, what
might be called \pro of engineering". Further research is required to work out
preciselysimilarities and di�erences; hereI just want to give somehighlights.

All FPCC e�orts share with the Open Veri�er the large structure of a
co-induction, where someinvariant (in the Open Veri�er, this would be the
disjunction of all the local invariants) implies that safeprogressis possibleto
a state which still satis�es the invariant. The main di�erence between the
two main FPCC schools has beenconsideredthe \semantic" and \syntactic"
style. I proposethat a better way of looking at the di�erence is \lo cal" and
\global", as follows. The original \semantic" FPCC usesinvariants which are
local assertionsabout individual points in the execution; there is a speci�ed
meaninggiven to \in machine state s, value v has type t". Syntactic FPCC
usesa global notion of well-typedness;there is not particular local meaningto
somevalue having a type, only what can be derived from the (syntactic) proof
that the entire machine state is well-typed.

Our extensionsfor the OpenVeri�er, such asthe Cool extension,alsousethe
\lo cal" approach. Wede�ne a particular meaningfor the typing predicatelocal
to a particular state. However, unlike original semantic FPCC, we have used
always a particular extension-speci�c syntactic family of typesand intensional
typing of recursive types (Section 4.2.1.1). The original semantic FPCC has
tried to remain closeto the spirit of denotational semantics, but has had to
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introduce various syntactic, intensional, and operational elements in order to
make progress.We believe that by embracing such elements, we have had an
easiertime constructing our proofs.

It is more di�cult to comparewith syntactic FPCC, which seemsto use
a fundamentally di�erent \global" technique. However I note that this group
proposesto use the local approach to handle run-time library functions [43].
There may be bene�ts to using the sameframework for both the run-time and
for thoseparts of the program which obey the type system,aswe do with the
Open Veri�er.

Part of the reason,that our proof construction hasrequired lesse�ort, may
be that we have been concentrating on building extensionsspeci�c to a sin-
gle sourcelanguageand compilation strategy, whereasthe FPCC groupshave
concentrated more on a generalapproach; for instance, the semantic FPCC
method doesn't ever restrict to a singlespeci�c type system,instead using an
entirely generalnotion of type which, oncethe necessaryproofs are complete,
could in principle be usedto handlea very broad classof compilers. I note that
the �nal step, of fully expressinga given languageand compilation strategy in
terms of the generalnotion of types, may not be trivial; there is not yet any
publishedwork on this aspect of \pro ductionizing" FPCC. For the Open Veri-
�er, improving proof re-useis important for future research; at the sametime,
the abilit y to tailor speci�c extensionsto speci�c compilers (or even speci�c
programs) can be a very important advantage over e�orts which concentrate
on a singlegeneralsystem.

It is also worth noting that we expect to be able to verify the output of
existing compilers,rather than having to write a new certifying compiler from
scratch.

Finally, I wish to note that we have developed somevery useful software
engineeringtechniquesfor extensiondevelopment. Our approach allows us to
\pla y" with the structure of the proof very easily. We can introduce lemmas
and seevery quickly what they �x (or break) in the veri�cation of test cases;if
at a later stagethe lemmaseemsdi�cult to prove, we can tweak its statement
and check the repercussionsvery easily. This has contributed greatly to the
easeof extensiondevelopment.
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5.3 Future Research

I closethis dissertation with a list of someavenuesfor continuing research on
the Open Veri�er.

A complete Cool veri�er. I think that the �rst order of businessshould
be to completethe Cool extension,so that there are no unanswered questions
about potential di�culties with verifying the initial state and the run-time
system. It seemslikely that tedium rather than di�cult y is the main obstacle,
but it is important to be sure. Although we have beenworking with a version
of Cool without garbagecollection, verifying the garbagecollector would be a
great advance.

There are also performance issuesto be addressedin order to obtain a
production-quality veri�er.

Capacit y for re-use among extensions. It is clear that there are many
commonalitiesamongextension,both in code and in proof. Currently though
we often can only re-useheuristics,or at best re-usepiecesby a cut-and-paste
process. There could be substantial work done to modularize the process,in
particularly at the level of the interactive proofs, which are probably the most
labor-intensive part of the wholee�ort. For instance,it would be valuableif we
could make our proof strategy explicit enoughto modularize the type system,
sothat any type systemfor which the appropriate lemmascould be proved can
be easily usedwith our invariants.

There is a tensionherebetweenthe desirefor re-use,and the fact that one
of the main bene�ts of the Open Veri�er approach is that the extensioncan
be tailored speci�cally to the given program (or more generally, compilation
strategy).

With re-usein mind, it would begood to haveexperimental validation of the
easeof writing extensions.For instance,now that our techniquesare relatively
mature and we have a working Cool extension,how much more di�cult is it
to build an extension for the very similar Java language,perhaps using the
Touchstonecompiler?

Other extensions. Sincethe Java-like Cool type systemis relatively weak,
it is usefulto haveexperiments showing that the OpenVeri�er canhandlemuch
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stronger type systems. An extensionto handle programscompiled to TAL is
alsocloseto completion.

Logical questions. Therearesomeinterestingpurely logicalquestionsraised
by the Open Veri�er. For instance, we have managed to layer the proof-
generatione�ort so that per-program proofs are (mostly) in Horn logic, per-
compiler proofs in �rst-order logic, and higher-order features are mostly re-
stricted to once-onlyproofs. Can this be made explicit, to someclaim about
the logical strength required to establishmemory safety for certain classesof
programs?

Similarly it would be worthwhile to seeif the proof strategy we have used
with extensionscan be applied more generally in other areasof program anal-
ysis.

Stronger safety policies. Although the Open Veri�er framework can in
principal be usedwith a broad classof safety policies,in practice our examples
have all beenabout memory safety. To what extent can the sametechniques
be adapted to establishstronger properties?
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